
 

CONNECTION SHEET FOR PLATFORM 
AS4 TEST ENVIRONMENT 

 
Further in this document you can find the details for setting up AS4 connection to Common Zone 
Platform TEST environment. 
 
C.1 Version Control 
In case of update(s) a new connection sheet will be provided. 

 Update Effective as of: Description 
Version 1 01 July 2020 01 January 2020 Initial version 
Version 2 25.04.2022 25.04.2022 Renew B2B encryption Certificate 
Version 3 05.10.2022 05.10.2022 Renew B2B TLS Certificate 
Version 4 09.02.2023 09.02.2023 Update encryption certificate 
Version 5    

 

C.2 AS4 connection details 
Contact details 

Contacts 
JSC Conexus Baltic Grid 
platform@conexus.lv 
+371 25630000 

 

AS4 Parameters 

Trading Partner Info 
Party id 10X00-BCGP-APP-G 
Roles http://docs.oasis-open.org/ebxml-

msg/ebms/v3.0/ns/core/200704/initiator 
http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/responder 

Party id type http://www.entsoe.eu/eic-codes/eic-party-codes-x 
Partner URL (endpoint) https://bcgp-test.conexus.lv/services/as4 
Agreement reference http://www.entsog.eu/communication/agreements/<NU-EIC>/10X00-

BCGP-APP-G/1 
Where <NU-EIC> is the EIC code of the network user 

 

Business Agreement Details 
Service http://docs.oasis-open.org/ebxml-msg/as4/200902/service 
Service action http://docs.oasis-open.org/ebxml-msg/as4/200902/action 
Service type http://edigas.org/service 
From Role (your role) ZSH 
To Role (platform role) ZSO 
 

Other Details 
Certificates See section C.3 
Inbound/Outbound IP address 159.148.63.87 
Signature algorithm SHA256 
Encryption algorithm AES (128 bit) GCM 



 

 

C.3 Platform encryption Certificate B2B 

Certificate Details 
Expiry Date 06.10.2024 

Encryption 
cert (please 

save and 
rename file 
as  *.pem 
or*.crt) 

-----BEGIN CERTIFICATE----- 
MIIG3DCCBMSgAwIBAgITTAAAAltO5Gasch4RngAAAAACWzANBgkqhkiG9w0BAQ0F 
ADBaMRIwEAYKCZImiZPyLGQBGRYCbHYxFzAVBgoJkiaJk/IsZAEZFgdjb25leHVz 
MRYwFAYKCZImiZPyLGQBGRYGZGF0b3JpMRMwEQYDVQQDEwpDb25leHVzLUNBMB4X 
DTIyMTAwNzA2MTU1N1oXDTI0MTAwNjA2MTU1N1owdjELMAkGA1UEBhMCTFYxDTAL 
BgNVBAgTBFJpZ2ExDTALBgNVBAcTBFJpZ2ExHDAaBgNVBAoTE0NvbmV4dXMgQmFs 
dGljIEdyaWQxDDAKBgNVBAsTA0lURDEdMBsGA1UEAxMUYmNncC10ZXN0LmNvbmV4 
dXMubHYwggEiMA0GCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQDv/s0JZFu3v2U1 
MNTB5X8rO5dyBxX2WyL3mLimA9Ex3KYii+NnhGJex1ciQnluDQnYyfX+9xf7Wi4S 
RZtbbkHa8dSGwD+Z/XUhhn4EesoUKe7K9t4lOWeQ13q6cC13AjzDuA02x722DHq6 
as1pwzUOm1H+4gDgVPWiwwwnttdsPTV7pSpK1Z2weXaFp5PpRbu9mrJ5JZ0aA71p 
DtYTsTDpDJZicemA7aAuxSgYyKAri6XZeKlENDzktvbHlUSC+7M7CkR41GKfRUHx 
SZHnKqIXKY3dPWPRKUe1z/2CtSRBsvTslLwECvRZ2vGbdqxgXSiQIKcNSoK/lU5i 
qR58WdzDAgMBAAGjggJ9MIICeTAdBgNVHQ4EFgQUoBGfFR5vJMON/ksp/5YZ89R3 
aXkwHwYDVR0jBBgwFoAUW26SD5CU3Fwvn8DJ9uEG+CmmX7Mwgc0GA1UdHwSBxTCB 
wjCBv6CBvKCBuYaBtmxkYXA6Ly8vQ049Q29uZXh1cy1DQSxDTj1kYzEsQ049Q0RQ 
LENOPVB1YmxpYyUyMEtleSUyMFNlcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZp 
Z3VyYXRpb24sREM9ZGF0b3JpLERDPWNvbmV4dXMsREM9bHY/Y2VydGlmaWNhdGVS 
ZXZvY2F0aW9uTGlzdD9iYXNlP29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBv 
aW50MIHFBggrBgEFBQcBAQSBuDCBtTCBsgYIKwYBBQUHMAKGgaVsZGFwOi8vL0NO 
PUNvbmV4dXMtQ0EsQ049QUlBLENOPVB1YmxpYyUyMEtleSUyMFNlcnZpY2VzLENO 
PVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRpb24sREM9ZGF0b3JpLERDPWNvbmV4dXMs 
REM9bHY/Y0FDZXJ0aWZpY2F0ZT9iYXNlP29iamVjdENsYXNzPWNlcnRpZmljYXRp 
b25BdXRob3JpdHkwDgYDVR0PAQH/BAQDAgWgMDwGCSsGAQQBgjcVBwQvMC0GJSsG 
AQQBgjcVCIbVuH2HpO5bg52VKYX6qSSHrNVCY+n5coSYoSMCAWQCARkwEwYDVR0l 
BAwwCgYIKwYBBQUHAwEwGwYJKwYBBAGCNxUKBA4wDDAKBggrBgEFBQcDATAfBgNV 
HREEGDAWghRiY2dwLXRlc3QuY29uZXh1cy5sdjANBgkqhkiG9w0BAQ0FAAOCAgEA 
O5S8dRPN7YvJQZjhMNdnMFEivlk94OJNKR13d+rLMlHPj4i60Ip1mSKcAzhSok6j 
htdu1TZX8BdwCjwgr5ZSR/T4jnDF1nyg+q01HcVNJkxXJhg6G91k6c6/soeSTArx 
zeHkY2ekdIpq1FzvmlIhIz6iMvhL00kSj+8Oki1PLSgfyTFne9CniD3cCPe95exn 
hYLt8fvQybGsorxwvsWY7aQNASxsfaNyOh83JHsaqihX+o+LsQgZo0qj1iswIXGh 
vG9ulKVT38U0BSsSv2nMyo76yJhtUU+kd7unci3Yxd9TVjQco6s3TxLUByFNRi5Q 
xrTUADqWD4xiNxpYRuTJcp4tpq6IW/3FaSGdaQseburLenDqu6ebSfYiXXhk0kVB 
aJKoi6eZB9j45bEG1O/bdvXYwWDON3uXTLjx0Cd+VKI/FOaONLeZ03pDcLlz51Lc 
HZifjMSPj3x4u5ZLdzV5JeD0/5kxSIhyJmTwqyLpNrUPpZwiDrcHQOr8ZoIWM+HD 
ryBcGmWBs73fExUCPXZF5u6SiYYipEx1vb5W4WlEs7w0Imo5UJ7xgB0WeCjbHUy+ 
BpSMZQvYHhpHIlddS+qkuENfEXDjV9tC41KG0X5LUBTOWDj7DoYLizgsjaMh36hq 
/BI09lVm3kXbYjpN/pllnvEFnfr/1hkL7x3soYum9qo= 
-----END CERTIFICATE----- 

 

C.3 Platform TLS certificate B2B 

Certificate Details 
Expiry Date 06.10.2024 



TLS cert 
(please save 
and rename 

file as 
*.pem or 

*.crt) 

-----BEGIN CERTIFICATE----- 
MIIG3DCCBMSgAwIBAgITTAAAAltO5Gasch4RngAAAAACWzANBgkqhkiG9w0BAQ0F 
ADBaMRIwEAYKCZImiZPyLGQBGRYCbHYxFzAVBgoJkiaJk/IsZAEZFgdjb25leHVz 
MRYwFAYKCZImiZPyLGQBGRYGZGF0b3JpMRMwEQYDVQQDEwpDb25leHVzLUNBMB4X 
DTIyMTAwNzA2MTU1N1oXDTI0MTAwNjA2MTU1N1owdjELMAkGA1UEBhMCTFYxDTAL 
BgNVBAgTBFJpZ2ExDTALBgNVBAcTBFJpZ2ExHDAaBgNVBAoTE0NvbmV4dXMgQmFs 
dGljIEdyaWQxDDAKBgNVBAsTA0lURDEdMBsGA1UEAxMUYmNncC10ZXN0LmNvbmV4 
dXMubHYwggEiMA0GCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQDv/s0JZFu3v2U1 
MNTB5X8rO5dyBxX2WyL3mLimA9Ex3KYii+NnhGJex1ciQnluDQnYyfX+9xf7Wi4S 
RZtbbkHa8dSGwD+Z/XUhhn4EesoUKe7K9t4lOWeQ13q6cC13AjzDuA02x722DHq6 
as1pwzUOm1H+4gDgVPWiwwwnttdsPTV7pSpK1Z2weXaFp5PpRbu9mrJ5JZ0aA71p 
DtYTsTDpDJZicemA7aAuxSgYyKAri6XZeKlENDzktvbHlUSC+7M7CkR41GKfRUHx 
SZHnKqIXKY3dPWPRKUe1z/2CtSRBsvTslLwECvRZ2vGbdqxgXSiQIKcNSoK/lU5i 
qR58WdzDAgMBAAGjggJ9MIICeTAdBgNVHQ4EFgQUoBGfFR5vJMON/ksp/5YZ89R3 
aXkwHwYDVR0jBBgwFoAUW26SD5CU3Fwvn8DJ9uEG+CmmX7Mwgc0GA1UdHwSBxTCB 
wjCBv6CBvKCBuYaBtmxkYXA6Ly8vQ049Q29uZXh1cy1DQSxDTj1kYzEsQ049Q0RQ 
LENOPVB1YmxpYyUyMEtleSUyMFNlcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZp 
Z3VyYXRpb24sREM9ZGF0b3JpLERDPWNvbmV4dXMsREM9bHY/Y2VydGlmaWNhdGVS 
ZXZvY2F0aW9uTGlzdD9iYXNlP29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBv 
aW50MIHFBggrBgEFBQcBAQSBuDCBtTCBsgYIKwYBBQUHMAKGgaVsZGFwOi8vL0NO 
PUNvbmV4dXMtQ0EsQ049QUlBLENOPVB1YmxpYyUyMEtleSUyMFNlcnZpY2VzLENO 
PVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRpb24sREM9ZGF0b3JpLERDPWNvbmV4dXMs 
REM9bHY/Y0FDZXJ0aWZpY2F0ZT9iYXNlP29iamVjdENsYXNzPWNlcnRpZmljYXRp 
b25BdXRob3JpdHkwDgYDVR0PAQH/BAQDAgWgMDwGCSsGAQQBgjcVBwQvMC0GJSsG 
AQQBgjcVCIbVuH2HpO5bg52VKYX6qSSHrNVCY+n5coSYoSMCAWQCARkwEwYDVR0l 
BAwwCgYIKwYBBQUHAwEwGwYJKwYBBAGCNxUKBA4wDDAKBggrBgEFBQcDATAfBgNV 
HREEGDAWghRiY2dwLXRlc3QuY29uZXh1cy5sdjANBgkqhkiG9w0BAQ0FAAOCAgEA 
O5S8dRPN7YvJQZjhMNdnMFEivlk94OJNKR13d+rLMlHPj4i60Ip1mSKcAzhSok6j 
htdu1TZX8BdwCjwgr5ZSR/T4jnDF1nyg+q01HcVNJkxXJhg6G91k6c6/soeSTArx 
zeHkY2ekdIpq1FzvmlIhIz6iMvhL00kSj+8Oki1PLSgfyTFne9CniD3cCPe95exn 
hYLt8fvQybGsorxwvsWY7aQNASxsfaNyOh83JHsaqihX+o+LsQgZo0qj1iswIXGh 
vG9ulKVT38U0BSsSv2nMyo76yJhtUU+kd7unci3Yxd9TVjQco6s3TxLUByFNRi5Q 
xrTUADqWD4xiNxpYRuTJcp4tpq6IW/3FaSGdaQseburLenDqu6ebSfYiXXhk0kVB 
aJKoi6eZB9j45bEG1O/bdvXYwWDON3uXTLjx0Cd+VKI/FOaONLeZ03pDcLlz51Lc 
HZifjMSPj3x4u5ZLdzV5JeD0/5kxSIhyJmTwqyLpNrUPpZwiDrcHQOr8ZoIWM+HD 
ryBcGmWBs73fExUCPXZF5u6SiYYipEx1vb5W4WlEs7w0Imo5UJ7xgB0WeCjbHUy+ 
BpSMZQvYHhpHIlddS+qkuENfEXDjV9tC41KG0X5LUBTOWDj7DoYLizgsjaMh36hq 
/BI09lVm3kXbYjpN/pllnvEFnfr/1hkL7x3soYum9qo= 
-----END CERTIFICATE----- 

 


