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CONNECTION SHEET FOR PLATFORM AS4 PROD ENVIRONMENT 

Further in this document you can find the details for setting up AS4 connection to Common Zone Platform PROD 
environment. 
 
C.1 Version Control 
In case of update(s) a new connection sheet will be provided. 

 Update Effective as of: Description 
Version 1 01 July 2020 01 January 2019 Initial version 

Version 2 13.11.2022 13.11.2022 
Renew B2B TLS, 

encryption Certificate 

Version 3 12.09.2023 12.09.2023 
Renew B2B TLS, 

encryption Certificate 
    

 
C.2 AS4 connection details 
Contact details 

Contacts  
JSC Conexus Baltic Grid 
platform@conexus.lv 
+371 25630000 

 
AS4 Parameters 
Trading Partner Info 
Party id 61V-IT-PLATFORM8 

Roles 
http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/initiator 
http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/responder 

Party id type  http://www.entsoe.eu/eic-codes/eic-party-codes-x 
Partner URL (endpoint) https://platform.conexus.lv/services/as4 

Agreement reference 
http://entsog.eu/communication/agreements/<NU-EIC>/61V-IT-PLATFORM8/1 
Where <NU-EIC> is the EIC code of the network user 

 
Business Agreement Details 
Service  http://docs.oasis-open.org/ebxml-msg/as4/200902/service 
Service action http://docs.oasis-open.org/ebxml-msg/as4/200902/action 
Service type http://edigas.org/service 
From Role (your role) ZSH 
To Role (platform role) ZSO 

 
Other Details 
Certificates See section C.3 
Inbound/Outbound IP 
address 

159.148.63.85 

Signature algorithm SHA256 
Encryption algorithm AES (128 bit) GCM 

 

C.3 Platform encryption Certificate B2B 
Certificate Details 
Expiry Date September 30, 2024 
Fingerprint ba26f3be00f42cd31d2823e793222d79103b24a4 

Encryption cert 
(please save and 
rename file as 
*.crt) 

-----BEGIN CERTIFICATE----- 
MIIHpTCCBo2gAwIBAgIIN/dxZJbLsDkwDQYJKoZIhvcNAQELBQAwgbQxCzAJBgNV 
BAYTAlVTMRAwDgYDVQQIEwdBcml6b25hMRMwEQYDVQQHEwpTY290dHNkYWxlMRow 
GAYDVQQKExFHb0RhZGR5LmNvbSwgSW5jLjEtMCsGA1UECxMkaHR0cDovL2NlcnRz 
LmdvZGFkZHkuY29tL3JlcG9zaXRvcnkvMTMwMQYDVQQDEypHbyBEYWRkeSBTZWN1 
cmUgQ2VydGlmaWNhdGUgQXV0aG9yaXR5IC0gRzIwHhcNMjMwODMwMDY1OTE5WhcN 
MjQwOTMwMDY1OTE5WjAeMRwwGgYDVQQDExNwbGF0Zm9ybS5jb25leHVzLmx2MIIC 
IjANBgkqhkiG9w0BAQEFAAOCAg8AMIICCgKCAgEAxjn5NmhG24iu4z54toEd0GR0 
uDRSOpgD67kgn1nH4nvi7iqNjM6vxkkiNPgnTEuYwCVPMMzO1T//w5cqdGblWZjJ 
gfxqURdO9ndAkd2yx/ZeqlLv3CwR4OGAUxodX2BMGhe/N3I0+rkYHWguw1G4eM11 
1HU14mMGJjMGg9mu6o1qd6ghcBOV7kD5dDmWlE01wauP/1r+oZn1JU5hD9wjOYtA 
pNY3KQeD97cNF6z6AE0uilB03ANwIIbuiHg7IRWBi/t9pkd/tLbx+pPfwkZ8/AUj 
3ZM+zt+uyROs1UGv6pykhaQVjlUBmftPYOATTt9oFJSFE8t4v7mz0dUUdIgyc4kN 
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FYpdIVmkVPJOMfBjCzmn9FHwwEKxANhT7wsJ2+6nuuRivzbk5HqsLAGAi0e0qScm 
12kCCfPy+zLsTInXFDIU4ri/Q86PQS6m8wY2XG9gku8K/PladfRkwfdNN9PmWsRV 
dwYAl+BgBLVkJfaKJTJPHNOyCYyQyGiri/GvHE2K6ZID7cV0GAiOYTxpoOnhAuSY 
B0yeQdFMgoXpUrWY43hSGGDsKilg+rmNiT79kvaecDsVGhumtIz8gWXTaTEK4sQq 
WzSRXFE8vQzhDczITys4dLQe1b6+PsOWWVtrHqgo15YE8L8h8E2dCkGATRUoQ+iv 
VaMDsj6grFGZX37AwD8CAwEAAaOCA04wggNKMAwGA1UdEwEB/wQCMAAwHQYDVR0l 
BBYwFAYIKwYBBQUHAwEGCCsGAQUFBwMCMA4GA1UdDwEB/wQEAwIFoDA4BgNVHR8E 
MTAvMC2gK6AphidodHRwOi8vY3JsLmdvZGFkZHkuY29tL2dkaWcyczEtODc2MC5j 
cmwwXQYDVR0gBFYwVDBIBgtghkgBhv1tAQcXATA5MDcGCCsGAQUFBwIBFitodHRw 
Oi8vY2VydGlmaWNhdGVzLmdvZGFkZHkuY29tL3JlcG9zaXRvcnkvMAgGBmeBDAEC 
ATB2BggrBgEFBQcBAQRqMGgwJAYIKwYBBQUHMAGGGGh0dHA6Ly9vY3NwLmdvZGFk 
ZHkuY29tLzBABggrBgEFBQcwAoY0aHR0cDovL2NlcnRpZmljYXRlcy5nb2RhZGR5 
LmNvbS9yZXBvc2l0b3J5L2dkaWcyLmNydDAfBgNVHSMEGDAWgBRAwr0njsw0gzCi 
M9f7bLPwtCyAzjA3BgNVHREEMDAughNwbGF0Zm9ybS5jb25leHVzLmx2ghd3d3cu 
cGxhdGZvcm0uY29uZXh1cy5sdjAdBgNVHQ4EFgQUgaqiuPcxjFPU0do5XXIOvTSa 
C7QwggF/BgorBgEEAdZ5AgQCBIIBbwSCAWsBaQB2AO7N0GTV2xrOxVy3nbTNE6Iy 
h0Z8vOzew1FIWUZxH7WbAAABikU9h/kAAAQDAEcwRQIgNuAahcPctLLzNP1OU/0p 
JmP6OuIO3w6ly8vTIPReFFICIQDbTfZd4sWCcsrK7OQ4b3VRCXfmJ8AH/vaBH6II 
aadejAB3AEiw42vapkc0D+VqAvqdMOscUgHLVt0sgdm7v6s52IRzAAABikU9iS8A 
AAQDAEgwRgIhAIilcfJ4we/7IHGGUXc6jDJK94xj2DLOvePodstgoMNAAiEA2D3b 
j8HRWCo2GCydP5m2ECzSRCS0JRu8ADpROHvxEEAAdgDatr9rP7W2Ip+bwrtca+hw 
kXFsu1GEhTS9pD0wSNf7qwAAAYpFPYnHAAAEAwBHMEUCIQDAWwuWVGvb0RcL9INW 
+TzatL2N7afmI61Oq9pyK77QlwIgL1urJBtK/miEjV/ayfYWpPL87o58hJs0D3g5 
iTn3pXowDQYJKoZIhvcNAQELBQADggEBAFf81RSJvqUTMs7VwXerK9lbfBdL0zns 
6a53I9lJodSqw7+PLSQ2xKDTSdIo2n3032wDS0yWunVqzN0fjgQVzW/g+Vu88NYE 
VA7VBb6Ntl5ygT6o9cJ79KKeEGJoXkIRojYs5UtIrbAmFSsHgLDaP8lSHmF+cxMz 
qFEpTmAMSitGi6eqMlciIxVLs5aywvBje6ho7cOHTzOS6X4elUSaAyIh5njge3SU 
QPL2btNdUTx0Jna5QxBiJdhB2p9KON5nK+DOL8tn1cYDIr51dEqBIu6jylFA5X5v 
HvbneSB2Qiat7dgKTtyZOk2IGkwiSdgFGWfLa4KjwOoDgYidiFZtNOY= 
-----END CERTIFICATE----- 

 

C.3 Platform TLS certificate B2B 
Certificate Details 
Expiry Date September 30, 2024 
Fingerprint ba26f3be00f42cd31d2823e793222d79103b24a4 

Encryption cert 
(please save and 
rename file as 
*.crt) 

-----BEGIN CERTIFICATE----- 
MIIHpTCCBo2gAwIBAgIIN/dxZJbLsDkwDQYJKoZIhvcNAQELBQAwgbQxCzAJBgNV 
BAYTAlVTMRAwDgYDVQQIEwdBcml6b25hMRMwEQYDVQQHEwpTY290dHNkYWxlMRow 
GAYDVQQKExFHb0RhZGR5LmNvbSwgSW5jLjEtMCsGA1UECxMkaHR0cDovL2NlcnRz 
LmdvZGFkZHkuY29tL3JlcG9zaXRvcnkvMTMwMQYDVQQDEypHbyBEYWRkeSBTZWN1 
cmUgQ2VydGlmaWNhdGUgQXV0aG9yaXR5IC0gRzIwHhcNMjMwODMwMDY1OTE5WhcN 
MjQwOTMwMDY1OTE5WjAeMRwwGgYDVQQDExNwbGF0Zm9ybS5jb25leHVzLmx2MIIC 
IjANBgkqhkiG9w0BAQEFAAOCAg8AMIICCgKCAgEAxjn5NmhG24iu4z54toEd0GR0 
uDRSOpgD67kgn1nH4nvi7iqNjM6vxkkiNPgnTEuYwCVPMMzO1T//w5cqdGblWZjJ 
gfxqURdO9ndAkd2yx/ZeqlLv3CwR4OGAUxodX2BMGhe/N3I0+rkYHWguw1G4eM11 
1HU14mMGJjMGg9mu6o1qd6ghcBOV7kD5dDmWlE01wauP/1r+oZn1JU5hD9wjOYtA 
pNY3KQeD97cNF6z6AE0uilB03ANwIIbuiHg7IRWBi/t9pkd/tLbx+pPfwkZ8/AUj 
3ZM+zt+uyROs1UGv6pykhaQVjlUBmftPYOATTt9oFJSFE8t4v7mz0dUUdIgyc4kN 
FYpdIVmkVPJOMfBjCzmn9FHwwEKxANhT7wsJ2+6nuuRivzbk5HqsLAGAi0e0qScm 
12kCCfPy+zLsTInXFDIU4ri/Q86PQS6m8wY2XG9gku8K/PladfRkwfdNN9PmWsRV 
dwYAl+BgBLVkJfaKJTJPHNOyCYyQyGiri/GvHE2K6ZID7cV0GAiOYTxpoOnhAuSY 
B0yeQdFMgoXpUrWY43hSGGDsKilg+rmNiT79kvaecDsVGhumtIz8gWXTaTEK4sQq 
WzSRXFE8vQzhDczITys4dLQe1b6+PsOWWVtrHqgo15YE8L8h8E2dCkGATRUoQ+iv 
VaMDsj6grFGZX37AwD8CAwEAAaOCA04wggNKMAwGA1UdEwEB/wQCMAAwHQYDVR0l 
BBYwFAYIKwYBBQUHAwEGCCsGAQUFBwMCMA4GA1UdDwEB/wQEAwIFoDA4BgNVHR8E 
MTAvMC2gK6AphidodHRwOi8vY3JsLmdvZGFkZHkuY29tL2dkaWcyczEtODc2MC5j 
cmwwXQYDVR0gBFYwVDBIBgtghkgBhv1tAQcXATA5MDcGCCsGAQUFBwIBFitodHRw 
Oi8vY2VydGlmaWNhdGVzLmdvZGFkZHkuY29tL3JlcG9zaXRvcnkvMAgGBmeBDAEC 
ATB2BggrBgEFBQcBAQRqMGgwJAYIKwYBBQUHMAGGGGh0dHA6Ly9vY3NwLmdvZGFk 
ZHkuY29tLzBABggrBgEFBQcwAoY0aHR0cDovL2NlcnRpZmljYXRlcy5nb2RhZGR5 
LmNvbS9yZXBvc2l0b3J5L2dkaWcyLmNydDAfBgNVHSMEGDAWgBRAwr0njsw0gzCi 
M9f7bLPwtCyAzjA3BgNVHREEMDAughNwbGF0Zm9ybS5jb25leHVzLmx2ghd3d3cu 
cGxhdGZvcm0uY29uZXh1cy5sdjAdBgNVHQ4EFgQUgaqiuPcxjFPU0do5XXIOvTSa 
C7QwggF/BgorBgEEAdZ5AgQCBIIBbwSCAWsBaQB2AO7N0GTV2xrOxVy3nbTNE6Iy 
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h0Z8vOzew1FIWUZxH7WbAAABikU9h/kAAAQDAEcwRQIgNuAahcPctLLzNP1OU/0p 
JmP6OuIO3w6ly8vTIPReFFICIQDbTfZd4sWCcsrK7OQ4b3VRCXfmJ8AH/vaBH6II 
aadejAB3AEiw42vapkc0D+VqAvqdMOscUgHLVt0sgdm7v6s52IRzAAABikU9iS8A 
AAQDAEgwRgIhAIilcfJ4we/7IHGGUXc6jDJK94xj2DLOvePodstgoMNAAiEA2D3b 
j8HRWCo2GCydP5m2ECzSRCS0JRu8ADpROHvxEEAAdgDatr9rP7W2Ip+bwrtca+hw 
kXFsu1GEhTS9pD0wSNf7qwAAAYpFPYnHAAAEAwBHMEUCIQDAWwuWVGvb0RcL9INW 
+TzatL2N7afmI61Oq9pyK77QlwIgL1urJBtK/miEjV/ayfYWpPL87o58hJs0D3g5 
iTn3pXowDQYJKoZIhvcNAQELBQADggEBAFf81RSJvqUTMs7VwXerK9lbfBdL0zns 
6a53I9lJodSqw7+PLSQ2xKDTSdIo2n3032wDS0yWunVqzN0fjgQVzW/g+Vu88NYE 
VA7VBb6Ntl5ygT6o9cJ79KKeEGJoXkIRojYs5UtIrbAmFSsHgLDaP8lSHmF+cxMz 
qFEpTmAMSitGi6eqMlciIxVLs5aywvBje6ho7cOHTzOS6X4elUSaAyIh5njge3SU 
QPL2btNdUTx0Jna5QxBiJdhB2p9KON5nK+DOL8tn1cYDIr51dEqBIu6jylFA5X5v 
HvbneSB2Qiat7dgKTtyZOk2IGkwiSdgFGWfLa4KjwOoDgYidiFZtNOY= 
-----END CERTIFICATE----- 

 


