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[bookmark: _Toc85532980]Introduction
Conexus Baltic Grid AS (hereinafter - Conexus) is currently using operational control system (Supervisory Control And Data Acquisition - hereinafter SCADA) for Inčukalns Underground Gas Storage (latv. Inčukalna Pazemes Gāzes Krātuve or IPGK – hereinafter Inčukalns UGS) and Gas Transmission (latv. Gāzes Pārvade or GP – hereinafter GT) gas pipeline equipment (shut-off devices, measuring equipment, electrochemical protection, gas quality and electrical system equipment, etc.).
The development and implementation of each part of the current SCADA systems has been performed by different developers using different technologies, and the equipment currently used in the SCADA systems (controllers, servers, etc.) is obsolete while the software (HMI (Human-Machine Interfaces), DB (Data Bases), etc.) used in the SCADA systems is diverse. 
The SCADA system is one of the critical elements of the Conexus technological and business processes, with the help of which the provision of the Conexus basic services is ensured.
[bookmark: _Toc85532981]Purpose of GIPS and disclaimer
Conexus “Supervisory Control And Data Acquisition modernisation for Inčukalna Underground Gas Storage and Gas Transmission” system requirements specification is made for procurement for the development and implementation of SCADA system (hereinafter - Procurement).
The purpose of this GIPS is to provide a first outline on Conexus project and its SCADA system functional, security, performance and other requirements to the market, as a first phase of the procurement process. 
This GIPS issued solely for information and program planning purposes; this GIPS do not constitute a formal solicitation for proposals or abstracts.
[bookmark: _Toc85211527][bookmark: _Toc85211910][bookmark: _Toc85212292][bookmark: _Toc85212674][bookmark: _Toc85213056][bookmark: _Toc85213593][bookmark: _Toc85462027][bookmark: _Toc85468951][bookmark: _Toc85471189][bookmark: _Toc85473427][bookmark: _Toc85475666][bookmark: _Toc85477900][bookmark: _Toc85480150][bookmark: _Toc85482394][bookmark: _Toc85532984][bookmark: _Toc85532986]The specification of design requirements does not go into the details of implementation but defines the approach of how the various components would be implemented and the infrastructure would be created.
Purpose of Procurement
The purpose of this Procurement is to develop the SCADA system in Conexus, to ensure effective information technology support for Conexus Inčukalns UGS and GT operational processes. As the result of SCADA system development and implementation, Inčukalns UGS and SCADA GT will have a unified SCADA system solution for interfaces, two independent SCADA systems built on the same technology stack with integration possibility between them and they will meet the latest information security requirements at the time of development, implementation, and maintenance of SCADA systems.
[bookmark: _Toc85532987]Scope of Procurement
The subject of the Procurement is the development and implementation of SCADA system in accordance with the requirements and the purpose of the Procurement, as well as the maintenance during guarantee period. 
As a result of the Procurement, it is planned to conclude a Procurement Agreement for the establishment of SCADA system. The provider of the service within the scope of this procurement (Supplier) will have to ensure:
· Development of system design description (SDD);
· Project management plan;
· Software development;
· SCADA GT system (production and testing environments) 
· Inčukalns UGS SCADA system (production and testing environments)
· Integration with external sources
· Integration between SCADA systems
· Documentation development;
· Software and hardware implementation
· Servers
· Licences 
· PLCs and RTUs to change 
· Testing and testing documentation development;
· Training;
· [bookmark: _Toc85462033][bookmark: _Toc85468958][bookmark: _Toc85471196][bookmark: _Toc85473435][bookmark: _Toc85475674][bookmark: _Toc85477908][bookmark: _Toc85480158][bookmark: _Toc85482402][bookmark: _Toc85532992]Maintenance agreement.
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	[bookmark: _Toc85211593][bookmark: _Toc85211976][bookmark: _Toc85212358][bookmark: _Toc85212740][bookmark: _Toc85213122][bookmark: _Toc85213659][bookmark: _Toc85462096][bookmark: _Toc85469021][bookmark: _Toc85471259][bookmark: _Toc85473498][bookmark: _Toc85475737][bookmark: _Toc85477971][bookmark: _Toc85480221][bookmark: _Toc85482465][bookmark: _Toc85533055]Decentralized Peripherals

	[bookmark: _Toc85211595][bookmark: _Toc85211978][bookmark: _Toc85212360][bookmark: _Toc85212742][bookmark: _Toc85213124][bookmark: _Toc85213661][bookmark: _Toc85462098][bookmark: _Toc85469023][bookmark: _Toc85471261][bookmark: _Toc85473500][bookmark: _Toc85475739][bookmark: _Toc85477973][bookmark: _Toc85480223][bookmark: _Toc85482467][bookmark: _Toc85533057]EACS
	[bookmark: _Toc85211596][bookmark: _Toc85211979][bookmark: _Toc85212361][bookmark: _Toc85212743][bookmark: _Toc85213125][bookmark: _Toc85213662][bookmark: _Toc85462099][bookmark: _Toc85469024][bookmark: _Toc85471262][bookmark: _Toc85473501][bookmark: _Toc85475740][bookmark: _Toc85477974][bookmark: _Toc85480224][bookmark: _Toc85482468][bookmark: _Toc85533058]Energy Automation Control System (latv. EAVS)

	[bookmark: _Toc85211598][bookmark: _Toc85211981][bookmark: _Toc85212363][bookmark: _Toc85212745][bookmark: _Toc85213127][bookmark: _Toc85213664][bookmark: _Toc85462101][bookmark: _Toc85469026][bookmark: _Toc85471264][bookmark: _Toc85473503][bookmark: _Toc85475742][bookmark: _Toc85477976][bookmark: _Toc85480226][bookmark: _Toc85482470][bookmark: _Toc85533060]ESD
	[bookmark: _Toc85211599][bookmark: _Toc85211982][bookmark: _Toc85212364][bookmark: _Toc85212746][bookmark: _Toc85213128][bookmark: _Toc85213665][bookmark: _Toc85462102][bookmark: _Toc85469027][bookmark: _Toc85471265][bookmark: _Toc85473504][bookmark: _Toc85475743][bookmark: _Toc85477977][bookmark: _Toc85480227][bookmark: _Toc85482471][bookmark: _Toc85533061]Emergency Shut Down

	[bookmark: _Toc85211601][bookmark: _Toc85211984][bookmark: _Toc85212366][bookmark: _Toc85212748][bookmark: _Toc85213130][bookmark: _Toc85213667][bookmark: _Toc85462104][bookmark: _Toc85469029][bookmark: _Toc85471267][bookmark: _Toc85473506][bookmark: _Toc85475745][bookmark: _Toc85477979][bookmark: _Toc85480229][bookmark: _Toc85482473][bookmark: _Toc85533063]FAT
	[bookmark: _Toc85211602][bookmark: _Toc85211985][bookmark: _Toc85212367][bookmark: _Toc85212749][bookmark: _Toc85213131][bookmark: _Toc85213668][bookmark: _Toc85462105][bookmark: _Toc85469030][bookmark: _Toc85471268][bookmark: _Toc85473507][bookmark: _Toc85475746][bookmark: _Toc85477980][bookmark: _Toc85480230][bookmark: _Toc85482474][bookmark: _Toc85533064]Factory Acceptance Tests

	[bookmark: _Toc85211604][bookmark: _Toc85211987][bookmark: _Toc85212369][bookmark: _Toc85212751][bookmark: _Toc85213133][bookmark: _Toc85213670][bookmark: _Toc85462107][bookmark: _Toc85469032][bookmark: _Toc85471270][bookmark: _Toc85473509][bookmark: _Toc85475748][bookmark: _Toc85477982][bookmark: _Toc85480232][bookmark: _Toc85482476][bookmark: _Toc85533066]FGTU
	[bookmark: _Toc85211605][bookmark: _Toc85211988][bookmark: _Toc85212370][bookmark: _Toc85212752][bookmark: _Toc85213134][bookmark: _Toc85213671][bookmark: _Toc85462108][bookmark: _Toc85469033][bookmark: _Toc85471271][bookmark: _Toc85473510][bookmark: _Toc85475749][bookmark: _Toc85477983][bookmark: _Toc85480233][bookmark: _Toc85482477][bookmark: _Toc85533067]Fuel Gas Treatment Unit 

	[bookmark: _Toc85211607][bookmark: _Toc85211990][bookmark: _Toc85212372][bookmark: _Toc85212754][bookmark: _Toc85213136][bookmark: _Toc85213673][bookmark: _Toc85462110][bookmark: _Toc85469035][bookmark: _Toc85471273][bookmark: _Toc85473512][bookmark: _Toc85475751][bookmark: _Toc85477985][bookmark: _Toc85480235][bookmark: _Toc85482479][bookmark: _Toc85533069]GC
	[bookmark: _Toc85211608][bookmark: _Toc85211991][bookmark: _Toc85212373][bookmark: _Toc85212755][bookmark: _Toc85213137][bookmark: _Toc85213674][bookmark: _Toc85462111][bookmark: _Toc85469036][bookmark: _Toc85471274][bookmark: _Toc85473513][bookmark: _Toc85475752][bookmark: _Toc85477986][bookmark: _Toc85480236][bookmark: _Toc85482480][bookmark: _Toc85533070]Gas Chromatography

	[bookmark: _Toc85211610][bookmark: _Toc85211993][bookmark: _Toc85212375][bookmark: _Toc85212757][bookmark: _Toc85213139][bookmark: _Toc85213676][bookmark: _Toc85462113][bookmark: _Toc85469038][bookmark: _Toc85471276][bookmark: _Toc85473515][bookmark: _Toc85475754][bookmark: _Toc85477988][bookmark: _Toc85480238][bookmark: _Toc85482482][bookmark: _Toc85533072]GDPR
	[bookmark: _Toc85211611][bookmark: _Toc85211994][bookmark: _Toc85212376][bookmark: _Toc85212758][bookmark: _Toc85213140][bookmark: _Toc85213677][bookmark: _Toc85462114][bookmark: _Toc85469039][bookmark: _Toc85471277][bookmark: _Toc85473516][bookmark: _Toc85475755][bookmark: _Toc85477989][bookmark: _Toc85480239][bookmark: _Toc85482483][bookmark: _Toc85533073]General Data Protection Regulation (EU) 2016/679 (GDPR)

	[bookmark: _Toc85211613][bookmark: _Toc85211996][bookmark: _Toc85212378][bookmark: _Toc85212760][bookmark: _Toc85213142][bookmark: _Toc85213679][bookmark: _Toc85462116][bookmark: _Toc85469041][bookmark: _Toc85471279][bookmark: _Toc85473518][bookmark: _Toc85475757][bookmark: _Toc85477991][bookmark: _Toc85480241][bookmark: _Toc85482485][bookmark: _Toc85533075]GCP
	[bookmark: _Toc85211614][bookmark: _Toc85211997][bookmark: _Toc85212379][bookmark: _Toc85212761][bookmark: _Toc85213143][bookmark: _Toc85213680][bookmark: _Toc85462117][bookmark: _Toc85469042][bookmark: _Toc85471280][bookmark: _Toc85473519][bookmark: _Toc85475758][bookmark: _Toc85477992][bookmark: _Toc85480242][bookmark: _Toc85482486][bookmark: _Toc85533076]Gas Collection Point

	[bookmark: _Toc85211616][bookmark: _Toc85211999][bookmark: _Toc85212381][bookmark: _Toc85212763][bookmark: _Toc85213145][bookmark: _Toc85213682][bookmark: _Toc85462119][bookmark: _Toc85469044][bookmark: _Toc85471282][bookmark: _Toc85473521][bookmark: _Toc85475760][bookmark: _Toc85477994][bookmark: _Toc85480244][bookmark: _Toc85482488][bookmark: _Toc85533078]GMS
	[bookmark: _Toc85211617][bookmark: _Toc85212000][bookmark: _Toc85212382][bookmark: _Toc85212764][bookmark: _Toc85213146][bookmark: _Toc85213683][bookmark: _Toc85462120][bookmark: _Toc85469045][bookmark: _Toc85471283][bookmark: _Toc85473522][bookmark: _Toc85475761][bookmark: _Toc85477995][bookmark: _Toc85480245][bookmark: _Toc85482489][bookmark: _Toc85533079]Gas Metering Station

	[bookmark: _Toc85211619][bookmark: _Toc85212002][bookmark: _Toc85212384][bookmark: _Toc85212766][bookmark: _Toc85213148][bookmark: _Toc85213685][bookmark: _Toc85462122][bookmark: _Toc85469047][bookmark: _Toc85471285][bookmark: _Toc85473524][bookmark: _Toc85475763][bookmark: _Toc85477997][bookmark: _Toc85480247][bookmark: _Toc85482491][bookmark: _Toc85533081]GPU
	[bookmark: _Toc85211620][bookmark: _Toc85212003][bookmark: _Toc85212385][bookmark: _Toc85212767][bookmark: _Toc85213149][bookmark: _Toc85213686][bookmark: _Toc85462123][bookmark: _Toc85469048][bookmark: _Toc85471286][bookmark: _Toc85473525][bookmark: _Toc85475764][bookmark: _Toc85477998][bookmark: _Toc85480248][bookmark: _Toc85482492][bookmark: _Toc85533082]Gas Pumping Unit 

	[bookmark: _Toc85211622][bookmark: _Toc85212005][bookmark: _Toc85212387][bookmark: _Toc85212769][bookmark: _Toc85213151][bookmark: _Toc85213688][bookmark: _Toc85462125][bookmark: _Toc85469050][bookmark: _Toc85471288][bookmark: _Toc85473527][bookmark: _Toc85475766][bookmark: _Toc85478000][bookmark: _Toc85480250][bookmark: _Toc85482494][bookmark: _Toc85533084]GRS
	[bookmark: _Toc85211623][bookmark: _Toc85212006][bookmark: _Toc85212388][bookmark: _Toc85212770][bookmark: _Toc85213152][bookmark: _Toc85213689][bookmark: _Toc85462126][bookmark: _Toc85469051][bookmark: _Toc85471289][bookmark: _Toc85473528][bookmark: _Toc85475767][bookmark: _Toc85478001][bookmark: _Toc85480251][bookmark: _Toc85482495][bookmark: _Toc85533085]Gas Regulating Station

	[bookmark: _Toc85211625][bookmark: _Toc85212008][bookmark: _Toc85212390][bookmark: _Toc85212772][bookmark: _Toc85213154][bookmark: _Toc85213691][bookmark: _Toc85462128][bookmark: _Toc85469053][bookmark: _Toc85471291][bookmark: _Toc85473530][bookmark: _Toc85475769][bookmark: _Toc85478003][bookmark: _Toc85480253][bookmark: _Toc85482497][bookmark: _Toc85533087]GT
	[bookmark: _Toc85211626][bookmark: _Toc85212009][bookmark: _Toc85212391][bookmark: _Toc85212773][bookmark: _Toc85213155][bookmark: _Toc85213692][bookmark: _Toc85462129][bookmark: _Toc85469054][bookmark: _Toc85471292][bookmark: _Toc85473531][bookmark: _Toc85475770][bookmark: _Toc85478004][bookmark: _Toc85480254][bookmark: _Toc85482498][bookmark: _Toc85533088]Gas Transmission

	[bookmark: _Toc85211628][bookmark: _Toc85212011][bookmark: _Toc85212393][bookmark: _Toc85212775][bookmark: _Toc85213157][bookmark: _Toc85213694][bookmark: _Toc85462131][bookmark: _Toc85469056][bookmark: _Toc85471294][bookmark: _Toc85473533][bookmark: _Toc85475772][bookmark: _Toc85478006][bookmark: _Toc85480256][bookmark: _Toc85482500][bookmark: _Toc85533090]GTU
	[bookmark: _Toc85211629][bookmark: _Toc85212012][bookmark: _Toc85212394][bookmark: _Toc85212776][bookmark: _Toc85213158][bookmark: _Toc85213695][bookmark: _Toc85462132][bookmark: _Toc85469057][bookmark: _Toc85471295][bookmark: _Toc85473534][bookmark: _Toc85475773][bookmark: _Toc85478007][bookmark: _Toc85480257][bookmark: _Toc85482501][bookmark: _Toc85533091]Gas Treatment Unit
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	[bookmark: _Toc85211632][bookmark: _Toc85212015][bookmark: _Toc85212397][bookmark: _Toc85212779][bookmark: _Toc85213161][bookmark: _Toc85213698][bookmark: _Toc85462135][bookmark: _Toc85469060][bookmark: _Toc85471298][bookmark: _Toc85473537][bookmark: _Toc85475776][bookmark: _Toc85478010][bookmark: _Toc85480260][bookmark: _Toc85482504][bookmark: _Toc85533094]Graphical User Interface
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	[bookmark: _Toc85211635][bookmark: _Toc85212018][bookmark: _Toc85212400][bookmark: _Toc85212782][bookmark: _Toc85213164][bookmark: _Toc85213701][bookmark: _Toc85462138][bookmark: _Toc85469063][bookmark: _Toc85471301][bookmark: _Toc85473540][bookmark: _Toc85475779][bookmark: _Toc85478013][bookmark: _Toc85480263][bookmark: _Toc85482507][bookmark: _Toc85533097]Hard Disk Drive

	[bookmark: _Toc85211637][bookmark: _Toc85212020][bookmark: _Toc85212402][bookmark: _Toc85212784][bookmark: _Toc85213166][bookmark: _Toc85213703][bookmark: _Toc85462140][bookmark: _Toc85469065][bookmark: _Toc85471303][bookmark: _Toc85473542][bookmark: _Toc85475781][bookmark: _Toc85478015][bookmark: _Toc85480265][bookmark: _Toc85482509][bookmark: _Toc85533099]History logs
	[bookmark: _Toc85211638][bookmark: _Toc85212021][bookmark: _Toc85212403][bookmark: _Toc85212785][bookmark: _Toc85213167][bookmark: _Toc85213704][bookmark: _Toc85462141][bookmark: _Toc85469066][bookmark: _Toc85471304][bookmark: _Toc85473543][bookmark: _Toc85475782][bookmark: _Toc85478016][bookmark: _Toc85480266][bookmark: _Toc85482510][bookmark: _Toc85533100]List of historical hourly or real time data. Usually used to retrieve one or multiple past period data from RTU. 

	[bookmark: _Toc85211640][bookmark: _Toc85212023][bookmark: _Toc85212405][bookmark: _Toc85212787][bookmark: _Toc85213169][bookmark: _Toc85213706][bookmark: _Toc85462143][bookmark: _Toc85469068][bookmark: _Toc85471306][bookmark: _Toc85473545][bookmark: _Toc85475784][bookmark: _Toc85478018][bookmark: _Toc85480268][bookmark: _Toc85482512][bookmark: _Toc85533102]IAS
	[bookmark: _Toc85211641][bookmark: _Toc85212024][bookmark: _Toc85212406][bookmark: _Toc85212788][bookmark: _Toc85213170][bookmark: _Toc85213707][bookmark: _Toc85462144][bookmark: _Toc85469069][bookmark: _Toc85471307][bookmark: _Toc85473546][bookmark: _Toc85475785][bookmark: _Toc85478019][bookmark: _Toc85480269][bookmark: _Toc85482513][bookmark: _Toc85533103]Information and Analytics system

	[bookmark: _Toc85211643][bookmark: _Toc85212026][bookmark: _Toc85212408][bookmark: _Toc85212790][bookmark: _Toc85213172][bookmark: _Toc85213709][bookmark: _Toc85462146][bookmark: _Toc85469071][bookmark: _Toc85471309][bookmark: _Toc85473548][bookmark: _Toc85475787][bookmark: _Toc85478021][bookmark: _Toc85480271][bookmark: _Toc85482515][bookmark: _Toc85533105]IED
	[bookmark: _Toc85211644][bookmark: _Toc85212027][bookmark: _Toc85212409][bookmark: _Toc85212791][bookmark: _Toc85213173][bookmark: _Toc85213710][bookmark: _Toc85462147][bookmark: _Toc85469072][bookmark: _Toc85471310][bookmark: _Toc85473549][bookmark: _Toc85475788][bookmark: _Toc85478022][bookmark: _Toc85480272][bookmark: _Toc85482516][bookmark: _Toc85533106]Intelligent Electronic Device

	[bookmark: _Toc85211646][bookmark: _Toc85212029][bookmark: _Toc85212411][bookmark: _Toc85212793][bookmark: _Toc85213175][bookmark: _Toc85213712][bookmark: _Toc85462149][bookmark: _Toc85469074][bookmark: _Toc85471312][bookmark: _Toc85473551][bookmark: _Toc85475790][bookmark: _Toc85478024][bookmark: _Toc85480274][bookmark: _Toc85482518][bookmark: _Toc85533108]Inčukalns UGS
	[bookmark: _Toc85211647][bookmark: _Toc85212030][bookmark: _Toc85212412][bookmark: _Toc85212794][bookmark: _Toc85213176][bookmark: _Toc85213713][bookmark: _Toc85462150][bookmark: _Toc85469075][bookmark: _Toc85471313][bookmark: _Toc85473552][bookmark: _Toc85475791][bookmark: _Toc85478025][bookmark: _Toc85480275][bookmark: _Toc85482519][bookmark: _Toc85533109]Inčukalns Underground Gas Storage

	[bookmark: _Toc85211649][bookmark: _Toc85212032][bookmark: _Toc85212414][bookmark: _Toc85212796][bookmark: _Toc85213178][bookmark: _Toc85213715][bookmark: _Toc85462152][bookmark: _Toc85469077][bookmark: _Toc85471315][bookmark: _Toc85473554][bookmark: _Toc85475793][bookmark: _Toc85478027][bookmark: _Toc85480277][bookmark: _Toc85482521][bookmark: _Toc85533111]IO or I/O
	[bookmark: _Toc85211650][bookmark: _Toc85212033][bookmark: _Toc85212415][bookmark: _Toc85212797][bookmark: _Toc85213179][bookmark: _Toc85213716][bookmark: _Toc85462153][bookmark: _Toc85469078][bookmark: _Toc85471316][bookmark: _Toc85473555][bookmark: _Toc85475794][bookmark: _Toc85478028][bookmark: _Toc85480278][bookmark: _Toc85482522][bookmark: _Toc85533112]Input-Output

	[bookmark: _Toc85211652][bookmark: _Toc85212035][bookmark: _Toc85212417][bookmark: _Toc85212799][bookmark: _Toc85213181][bookmark: _Toc85213718][bookmark: _Toc85462155][bookmark: _Toc85469080][bookmark: _Toc85471318][bookmark: _Toc85473557][bookmark: _Toc85475796][bookmark: _Toc85478030][bookmark: _Toc85480280][bookmark: _Toc85482524][bookmark: _Toc85533114]IS
	[bookmark: _Toc85211653][bookmark: _Toc85212036][bookmark: _Toc85212418][bookmark: _Toc85212800][bookmark: _Toc85213182][bookmark: _Toc85213719][bookmark: _Toc85462156][bookmark: _Toc85469081][bookmark: _Toc85471319][bookmark: _Toc85473558][bookmark: _Toc85475797][bookmark: _Toc85478031][bookmark: _Toc85480281][bookmark: _Toc85482525][bookmark: _Toc85533115]Information System – Hardware and Software included

	[bookmark: _Toc85211655][bookmark: _Toc85212038][bookmark: _Toc85212420][bookmark: _Toc85212802][bookmark: _Toc85213184][bookmark: _Toc85213721][bookmark: _Toc85462158][bookmark: _Toc85469083][bookmark: _Toc85471321][bookmark: _Toc85473560][bookmark: _Toc85475799][bookmark: _Toc85478033][bookmark: _Toc85480283][bookmark: _Toc85482527][bookmark: _Toc85533117]KVM
	[bookmark: _Toc85211656][bookmark: _Toc85212039][bookmark: _Toc85212421][bookmark: _Toc85212803][bookmark: _Toc85213185][bookmark: _Toc85213722][bookmark: _Toc85462159][bookmark: _Toc85469084][bookmark: _Toc85471322][bookmark: _Toc85473561][bookmark: _Toc85475800][bookmark: _Toc85478034][bookmark: _Toc85480284][bookmark: _Toc85482528][bookmark: _Toc85533118]Kernel-based Virtual Machine

	[bookmark: _Toc85211658][bookmark: _Toc85212041][bookmark: _Toc85212423][bookmark: _Toc85212805][bookmark: _Toc85213187][bookmark: _Toc85213724][bookmark: _Toc85462161][bookmark: _Toc85469086][bookmark: _Toc85471324][bookmark: _Toc85473563][bookmark: _Toc85475802][bookmark: _Toc85478036][bookmark: _Toc85480286][bookmark: _Toc85482530][bookmark: _Toc85533120]L1 or L2 or L3
	[bookmark: _Toc85211659][bookmark: _Toc85212042][bookmark: _Toc85212424][bookmark: _Toc85212806][bookmark: _Toc85213188][bookmark: _Toc85213725][bookmark: _Toc85462162][bookmark: _Toc85469087][bookmark: _Toc85471325][bookmark: _Toc85473564][bookmark: _Toc85475803][bookmark: _Toc85478037][bookmark: _Toc85480287][bookmark: _Toc85482531][bookmark: _Toc85533121]Levels of IT Support

	[bookmark: _Toc85211661][bookmark: _Toc85212044][bookmark: _Toc85212426][bookmark: _Toc85212808][bookmark: _Toc85213190][bookmark: _Toc85213727][bookmark: _Toc85462164][bookmark: _Toc85469089][bookmark: _Toc85471327][bookmark: _Toc85473566][bookmark: _Toc85475805][bookmark: _Toc85478039][bookmark: _Toc85480289][bookmark: _Toc85482533][bookmark: _Toc85533123]LDAP
	[bookmark: _Toc85211662][bookmark: _Toc85212045][bookmark: _Toc85212427][bookmark: _Toc85212809][bookmark: _Toc85213191][bookmark: _Toc85213728][bookmark: _Toc85462165][bookmark: _Toc85469090][bookmark: _Toc85471328][bookmark: _Toc85473567][bookmark: _Toc85475806][bookmark: _Toc85478040][bookmark: _Toc85480290][bookmark: _Toc85482534][bookmark: _Toc85533124]Lightweight Directory Access Protocol

	[bookmark: _Toc85211664][bookmark: _Toc85212047][bookmark: _Toc85212429][bookmark: _Toc85212811][bookmark: _Toc85213193][bookmark: _Toc85213730][bookmark: _Toc85462167][bookmark: _Toc85469092][bookmark: _Toc85471330][bookmark: _Toc85473569][bookmark: _Toc85475808][bookmark: _Toc85478042][bookmark: _Toc85480292][bookmark: _Toc85482536][bookmark: _Toc85533126]MCC
	[bookmark: _Toc85211665][bookmark: _Toc85212048][bookmark: _Toc85212430][bookmark: _Toc85212812][bookmark: _Toc85213194][bookmark: _Toc85213731][bookmark: _Toc85462168][bookmark: _Toc85469093][bookmark: _Toc85471331][bookmark: _Toc85473570][bookmark: _Toc85475809][bookmark: _Toc85478043][bookmark: _Toc85480293][bookmark: _Toc85482537][bookmark: _Toc85533127]Motor Control Center

	[bookmark: _Toc85211667][bookmark: _Toc85212050][bookmark: _Toc85212432][bookmark: _Toc85212814][bookmark: _Toc85213196][bookmark: _Toc85213733][bookmark: _Toc85462170][bookmark: _Toc85469095][bookmark: _Toc85471333][bookmark: _Toc85473572][bookmark: _Toc85475811][bookmark: _Toc85478045][bookmark: _Toc85480295][bookmark: _Toc85482539][bookmark: _Toc85533129]MDC
	[bookmark: _Toc85211668][bookmark: _Toc85212051][bookmark: _Toc85212433][bookmark: _Toc85212815][bookmark: _Toc85213197][bookmark: _Toc85213734][bookmark: _Toc85462171][bookmark: _Toc85469096][bookmark: _Toc85471334][bookmark: _Toc85473573][bookmark: _Toc85475812][bookmark: _Toc85478046][bookmark: _Toc85480296][bookmark: _Toc85482540][bookmark: _Toc85533130]Main Dispatching Center

	[bookmark: _Toc85211670][bookmark: _Toc85212053][bookmark: _Toc85212435][bookmark: _Toc85212817][bookmark: _Toc85213199][bookmark: _Toc85213736][bookmark: _Toc85462173][bookmark: _Toc85469098][bookmark: _Toc85471336][bookmark: _Toc85473575][bookmark: _Toc85475814][bookmark: _Toc85478048][bookmark: _Toc85480298][bookmark: _Toc85482542][bookmark: _Toc85533132]MG
	[bookmark: _Toc85211671][bookmark: _Toc85212054][bookmark: _Toc85212436][bookmark: _Toc85212818][bookmark: _Toc85213200][bookmark: _Toc85213737][bookmark: _Toc85462174][bookmark: _Toc85469099][bookmark: _Toc85471337][bookmark: _Toc85473576][bookmark: _Toc85475815][bookmark: _Toc85478049][bookmark: _Toc85480299][bookmark: _Toc85482543][bookmark: _Toc85533133]Main Gas pipeline

	[bookmark: _Toc85211673][bookmark: _Toc85212056][bookmark: _Toc85212438][bookmark: _Toc85212820][bookmark: _Toc85213202][bookmark: _Toc85213739][bookmark: _Toc85462176][bookmark: _Toc85469101][bookmark: _Toc85471339][bookmark: _Toc85473578][bookmark: _Toc85475817][bookmark: _Toc85478051][bookmark: _Toc85480301][bookmark: _Toc85482545][bookmark: _Toc85533135]MS
	[bookmark: _Toc85211674][bookmark: _Toc85212057][bookmark: _Toc85212439][bookmark: _Toc85212821][bookmark: _Toc85213203][bookmark: _Toc85213740][bookmark: _Toc85462177][bookmark: _Toc85469102][bookmark: _Toc85471340][bookmark: _Toc85473579][bookmark: _Toc85475818][bookmark: _Toc85478052][bookmark: _Toc85480302][bookmark: _Toc85482546][bookmark: _Toc85533136]Metering station

	[bookmark: _Toc85211676][bookmark: _Toc85212059][bookmark: _Toc85212441][bookmark: _Toc85212823][bookmark: _Toc85213205][bookmark: _Toc85213742][bookmark: _Toc85462179][bookmark: _Toc85469104][bookmark: _Toc85471342][bookmark: _Toc85473581][bookmark: _Toc85475820][bookmark: _Toc85478054][bookmark: _Toc85480304][bookmark: _Toc85482548][bookmark: _Toc85533138]NAS
	[bookmark: _Toc85211677][bookmark: _Toc85212060][bookmark: _Toc85212442][bookmark: _Toc85212824][bookmark: _Toc85213206][bookmark: _Toc85213743][bookmark: _Toc85462180][bookmark: _Toc85469105][bookmark: _Toc85471343][bookmark: _Toc85473582][bookmark: _Toc85475821][bookmark: _Toc85478055][bookmark: _Toc85480305][bookmark: _Toc85482549][bookmark: _Toc85533139]Network Attached Storage

	[bookmark: _Toc85211679][bookmark: _Toc85212062][bookmark: _Toc85212444][bookmark: _Toc85212826][bookmark: _Toc85213208][bookmark: _Toc85213745][bookmark: _Toc85462182][bookmark: _Toc85469107][bookmark: _Toc85471345][bookmark: _Toc85473584][bookmark: _Toc85475823][bookmark: _Toc85478057][bookmark: _Toc85480307][bookmark: _Toc85482551][bookmark: _Toc85533141]OPC
	[bookmark: _Toc85211680][bookmark: _Toc85212063][bookmark: _Toc85212445][bookmark: _Toc85212827][bookmark: _Toc85213209][bookmark: _Toc85213746][bookmark: _Toc85462183][bookmark: _Toc85469108][bookmark: _Toc85471346][bookmark: _Toc85473585][bookmark: _Toc85475824][bookmark: _Toc85478058][bookmark: _Toc85480308][bookmark: _Toc85482552][bookmark: _Toc85533142]Open Platform Communication

	[bookmark: _Toc85211682][bookmark: _Toc85212065][bookmark: _Toc85212447][bookmark: _Toc85212829][bookmark: _Toc85213211][bookmark: _Toc85213748][bookmark: _Toc85462185][bookmark: _Toc85469110][bookmark: _Toc85471348][bookmark: _Toc85473587][bookmark: _Toc85475826][bookmark: _Toc85478060][bookmark: _Toc85480310][bookmark: _Toc85482554][bookmark: _Toc85533144]OT
	[bookmark: _Toc85211683][bookmark: _Toc85212066][bookmark: _Toc85212448][bookmark: _Toc85212830][bookmark: _Toc85213212][bookmark: _Toc85213749][bookmark: _Toc85462186][bookmark: _Toc85469111][bookmark: _Toc85471349][bookmark: _Toc85473588][bookmark: _Toc85475827][bookmark: _Toc85478061][bookmark: _Toc85480311][bookmark: _Toc85482555][bookmark: _Toc85533145]Operational Technology

	[bookmark: _Toc85211685][bookmark: _Toc85212068][bookmark: _Toc85212450][bookmark: _Toc85212832][bookmark: _Toc85213214][bookmark: _Toc85213751][bookmark: _Toc85462188][bookmark: _Toc85469113][bookmark: _Toc85471351][bookmark: _Toc85473590][bookmark: _Toc85475829][bookmark: _Toc85478063][bookmark: _Toc85480313][bookmark: _Toc85482557][bookmark: _Toc85533147]PICO
	[bookmark: _Toc85211686][bookmark: _Toc85212069][bookmark: _Toc85212451][bookmark: _Toc85212833][bookmark: _Toc85213215][bookmark: _Toc85213752][bookmark: _Toc85462189][bookmark: _Toc85469114][bookmark: _Toc85471352][bookmark: _Toc85473591][bookmark: _Toc85475830][bookmark: _Toc85478064][bookmark: _Toc85480314][bookmark: _Toc85482558][bookmark: _Toc85533148]Post-Installation Check Out

	[bookmark: _Toc85211688][bookmark: _Toc85212071][bookmark: _Toc85212453][bookmark: _Toc85212835][bookmark: _Toc85213217][bookmark: _Toc85213754][bookmark: _Toc85462191][bookmark: _Toc85469116][bookmark: _Toc85471354][bookmark: _Toc85473593][bookmark: _Toc85475832][bookmark: _Toc85478066][bookmark: _Toc85480316][bookmark: _Toc85482560][bookmark: _Toc85533150]PLC
	[bookmark: _Toc85211689][bookmark: _Toc85212072][bookmark: _Toc85212454][bookmark: _Toc85212836][bookmark: _Toc85213218][bookmark: _Toc85213755][bookmark: _Toc85462192][bookmark: _Toc85469117][bookmark: _Toc85471355][bookmark: _Toc85473594][bookmark: _Toc85475833][bookmark: _Toc85478067][bookmark: _Toc85480317][bookmark: _Toc85482561][bookmark: _Toc85533151]Programmable Logic Controller

	[bookmark: _Toc85211691][bookmark: _Toc85212074][bookmark: _Toc85212456][bookmark: _Toc85212838][bookmark: _Toc85213220][bookmark: _Toc85213757][bookmark: _Toc85462194][bookmark: _Toc85469119][bookmark: _Toc85471357][bookmark: _Toc85473596][bookmark: _Toc85475835][bookmark: _Toc85478069][bookmark: _Toc85480319][bookmark: _Toc85482563][bookmark: _Toc85533153]Pre-FAT
	[bookmark: _Toc85211692][bookmark: _Toc85212075][bookmark: _Toc85212457][bookmark: _Toc85212839][bookmark: _Toc85213221][bookmark: _Toc85213758][bookmark: _Toc85462195][bookmark: _Toc85469120][bookmark: _Toc85471358][bookmark: _Toc85473597][bookmark: _Toc85475836][bookmark: _Toc85478070][bookmark: _Toc85480320][bookmark: _Toc85482564][bookmark: _Toc85533154]Pre-Factory Acceptance Tests

	[bookmark: _Toc85211694][bookmark: _Toc85212077][bookmark: _Toc85212459][bookmark: _Toc85212841][bookmark: _Toc85213223][bookmark: _Toc85213760][bookmark: _Toc85462197][bookmark: _Toc85469122][bookmark: _Toc85471360][bookmark: _Toc85473599][bookmark: _Toc85475838][bookmark: _Toc85478072][bookmark: _Toc85480322][bookmark: _Toc85482566][bookmark: _Toc85533156]Procurement
	[bookmark: _Toc85211695][bookmark: _Toc85212078][bookmark: _Toc85212460][bookmark: _Toc85212842][bookmark: _Toc85213224][bookmark: _Toc85213761][bookmark: _Toc85462198][bookmark: _Toc85469123][bookmark: _Toc85471361][bookmark: _Toc85473600][bookmark: _Toc85475839][bookmark: _Toc85478073][bookmark: _Toc85480323][bookmark: _Toc85482567][bookmark: _Toc85533157]Process of finding and agreeing to terms, and acquiring goods, services, and works for Conexus “Supervisory Control And Data Acquisition modernisation for Inčukalns Underground Gas Storage and Gas Transmission”

	[bookmark: _Toc85211697][bookmark: _Toc85212080][bookmark: _Toc85212462][bookmark: _Toc85212844][bookmark: _Toc85213226][bookmark: _Toc85213763][bookmark: _Toc85462200][bookmark: _Toc85469125][bookmark: _Toc85471363][bookmark: _Toc85473602][bookmark: _Toc85475841][bookmark: _Toc85478075][bookmark: _Toc85480325][bookmark: _Toc85482569][bookmark: _Toc85533159]RSTP
	[bookmark: _Toc85211698][bookmark: _Toc85212081][bookmark: _Toc85212463][bookmark: _Toc85212845][bookmark: _Toc85213227][bookmark: _Toc85213764][bookmark: _Toc85462201][bookmark: _Toc85469126][bookmark: _Toc85471364][bookmark: _Toc85473603][bookmark: _Toc85475842][bookmark: _Toc85478076][bookmark: _Toc85480326][bookmark: _Toc85482570][bookmark: _Toc85533160]Rapid Spanning Tree Protocol

	[bookmark: _Toc85211700][bookmark: _Toc85212083][bookmark: _Toc85212465][bookmark: _Toc85212847][bookmark: _Toc85213229][bookmark: _Toc85213766][bookmark: _Toc85462203][bookmark: _Toc85469128][bookmark: _Toc85471366][bookmark: _Toc85473605][bookmark: _Toc85475844][bookmark: _Toc85478078][bookmark: _Toc85480328][bookmark: _Toc85482572][bookmark: _Toc85533162]RTU
	[bookmark: _Toc85211701][bookmark: _Toc85212084][bookmark: _Toc85212466][bookmark: _Toc85212848][bookmark: _Toc85213230][bookmark: _Toc85213767][bookmark: _Toc85462204][bookmark: _Toc85469129][bookmark: _Toc85471367][bookmark: _Toc85473606][bookmark: _Toc85475845][bookmark: _Toc85478079][bookmark: _Toc85480329][bookmark: _Toc85482573][bookmark: _Toc85533163]Remote Terminal Unit

	[bookmark: _Toc85211703][bookmark: _Toc85212086][bookmark: _Toc85212468][bookmark: _Toc85212850][bookmark: _Toc85213232][bookmark: _Toc85213769][bookmark: _Toc85462206][bookmark: _Toc85469131][bookmark: _Toc85471369][bookmark: _Toc85473608][bookmark: _Toc85475847][bookmark: _Toc85478081][bookmark: _Toc85480331][bookmark: _Toc85482575][bookmark: _Toc85533165]SAT
	[bookmark: _Toc85211704][bookmark: _Toc85212087][bookmark: _Toc85212469][bookmark: _Toc85212851][bookmark: _Toc85213233][bookmark: _Toc85213770][bookmark: _Toc85462207][bookmark: _Toc85469132][bookmark: _Toc85471370][bookmark: _Toc85473609][bookmark: _Toc85475848][bookmark: _Toc85478082][bookmark: _Toc85480332][bookmark: _Toc85482576][bookmark: _Toc85533166]Site Acceptance Test

	[bookmark: _Toc85211706][bookmark: _Toc85212089][bookmark: _Toc85212471][bookmark: _Toc85212853][bookmark: _Toc85213235][bookmark: _Toc85213772][bookmark: _Toc85462209][bookmark: _Toc85469134][bookmark: _Toc85471372][bookmark: _Toc85473611][bookmark: _Toc85475850][bookmark: _Toc85478084][bookmark: _Toc85480334][bookmark: _Toc85482578][bookmark: _Toc85533168]SCADA 
	[bookmark: _Toc85211707][bookmark: _Toc85212090][bookmark: _Toc85212472][bookmark: _Toc85212854][bookmark: _Toc85213236][bookmark: _Toc85213773][bookmark: _Toc85462210][bookmark: _Toc85469135][bookmark: _Toc85471373][bookmark: _Toc85473612][bookmark: _Toc85475851][bookmark: _Toc85478085][bookmark: _Toc85480335][bookmark: _Toc85482579][bookmark: _Toc85533169]Supervisory Control And Data Acquisition  

	[bookmark: _Toc85211709][bookmark: _Toc85212092][bookmark: _Toc85212474][bookmark: _Toc85212856][bookmark: _Toc85213238][bookmark: _Toc85213775][bookmark: _Toc85462212][bookmark: _Toc85469137][bookmark: _Toc85471375][bookmark: _Toc85473614][bookmark: _Toc85475853][bookmark: _Toc85478087][bookmark: _Toc85480337][bookmark: _Toc85482581][bookmark: _Toc85533171]SCADA system
	[bookmark: _Toc85211710][bookmark: _Toc85212093][bookmark: _Toc85212475][bookmark: _Toc85212857][bookmark: _Toc85213239][bookmark: _Toc85213776][bookmark: _Toc85462213][bookmark: _Toc85469138][bookmark: _Toc85471376][bookmark: _Toc85473615][bookmark: _Toc85475854][bookmark: _Toc85478088][bookmark: _Toc85480338][bookmark: _Toc85482582][bookmark: _Toc85533172]Supervisory Control And Data Acquisition system including software and hardware of the system

	[bookmark: _Toc85211712][bookmark: _Toc85212095][bookmark: _Toc85212477][bookmark: _Toc85212859][bookmark: _Toc85213241][bookmark: _Toc85213778][bookmark: _Toc85462215][bookmark: _Toc85469140][bookmark: _Toc85471378][bookmark: _Toc85473617][bookmark: _Toc85475856][bookmark: _Toc85478090][bookmark: _Toc85480340][bookmark: _Toc85482584][bookmark: _Toc85533174]SIEM
	[bookmark: _Toc85211713][bookmark: _Toc85212096][bookmark: _Toc85212478][bookmark: _Toc85212860][bookmark: _Toc85213242][bookmark: _Toc85213779][bookmark: _Toc85462216][bookmark: _Toc85469141][bookmark: _Toc85471379][bookmark: _Toc85473618][bookmark: _Toc85475857][bookmark: _Toc85478091][bookmark: _Toc85480341][bookmark: _Toc85482585][bookmark: _Toc85533175]Security information and event management

	[bookmark: _Toc85211715][bookmark: _Toc85212098][bookmark: _Toc85212480][bookmark: _Toc85212862][bookmark: _Toc85213244][bookmark: _Toc85213781][bookmark: _Toc85462218][bookmark: _Toc85469143][bookmark: _Toc85471381][bookmark: _Toc85473620][bookmark: _Toc85475859][bookmark: _Toc85478093][bookmark: _Toc85480343][bookmark: _Toc85482587][bookmark: _Toc85533177]Signals
	[bookmark: _Toc85211716][bookmark: _Toc85212099][bookmark: _Toc85212481][bookmark: _Toc85212863][bookmark: _Toc85213245][bookmark: _Toc85213782][bookmark: _Toc85462219][bookmark: _Toc85469144][bookmark: _Toc85471382][bookmark: _Toc85473621][bookmark: _Toc85475860][bookmark: _Toc85478094][bookmark: _Toc85480344][bookmark: _Toc85482588][bookmark: _Toc85533178]Any parameter or alarm (any data type) received from RTU configured in the system. 

	[bookmark: _Toc85211718][bookmark: _Toc85212101][bookmark: _Toc85212483][bookmark: _Toc85212865][bookmark: _Toc85213247][bookmark: _Toc85213784][bookmark: _Toc85462221][bookmark: _Toc85469146][bookmark: _Toc85471384][bookmark: _Toc85473623][bookmark: _Toc85475862][bookmark: _Toc85478096][bookmark: _Toc85480346][bookmark: _Toc85482590][bookmark: _Toc85533180]SLA
	[bookmark: _Toc85211719][bookmark: _Toc85212102][bookmark: _Toc85212484][bookmark: _Toc85212866][bookmark: _Toc85213248][bookmark: _Toc85213785][bookmark: _Toc85462222][bookmark: _Toc85469147][bookmark: _Toc85471385][bookmark: _Toc85473624][bookmark: _Toc85475863][bookmark: _Toc85478097][bookmark: _Toc85480347][bookmark: _Toc85482591][bookmark: _Toc85533181]Service Level Agreement

	[bookmark: _Toc85211721][bookmark: _Toc85212104][bookmark: _Toc85212486][bookmark: _Toc85212868][bookmark: _Toc85213250][bookmark: _Toc85213787][bookmark: _Toc85462224][bookmark: _Toc85469149][bookmark: _Toc85471387][bookmark: _Toc85473626][bookmark: _Toc85475865][bookmark: _Toc85478099][bookmark: _Toc85480349][bookmark: _Toc85482593][bookmark: _Toc85533183]Supplier
	[bookmark: _Toc85211722][bookmark: _Toc85212105][bookmark: _Toc85212487][bookmark: _Toc85212869][bookmark: _Toc85213251][bookmark: _Toc85213788][bookmark: _Toc85462225][bookmark: _Toc85469150][bookmark: _Toc85471388][bookmark: _Toc85473627][bookmark: _Toc85475866][bookmark: _Toc85478100][bookmark: _Toc85480350][bookmark: _Toc85482594][bookmark: _Toc85533184]The provider of the service within the scope of this Procurement 

	[bookmark: _Toc85211724][bookmark: _Toc85212107][bookmark: _Toc85212489][bookmark: _Toc85212871][bookmark: _Toc85213253][bookmark: _Toc85213790][bookmark: _Toc85462227][bookmark: _Toc85469152][bookmark: _Toc85471390][bookmark: _Toc85473629][bookmark: _Toc85475868][bookmark: _Toc85478102][bookmark: _Toc85480352][bookmark: _Toc85482596][bookmark: _Toc85533186]Tags
	[bookmark: _Toc85211725][bookmark: _Toc85212108][bookmark: _Toc85212490][bookmark: _Toc85212872][bookmark: _Toc85213254][bookmark: _Toc85213791][bookmark: _Toc85462228][bookmark: _Toc85469153][bookmark: _Toc85471391][bookmark: _Toc85473630][bookmark: _Toc85475869][bookmark: _Toc85478103][bookmark: _Toc85480353][bookmark: _Toc85482597][bookmark: _Toc85533187]Metadata description of data stored in the system. Usually used for data lookup using metadata label.

	[bookmark: _Toc85211727][bookmark: _Toc85212110][bookmark: _Toc85212492][bookmark: _Toc85212874][bookmark: _Toc85213256][bookmark: _Toc85213793][bookmark: _Toc85462230][bookmark: _Toc85469155][bookmark: _Toc85471393][bookmark: _Toc85473632][bookmark: _Toc85475871][bookmark: _Toc85478105][bookmark: _Toc85480355][bookmark: _Toc85482599][bookmark: _Toc85533189]TCP
	[bookmark: _Toc85211728][bookmark: _Toc85212111][bookmark: _Toc85212493][bookmark: _Toc85212875][bookmark: _Toc85213257][bookmark: _Toc85213794][bookmark: _Toc85462231][bookmark: _Toc85469156][bookmark: _Toc85471394][bookmark: _Toc85473633][bookmark: _Toc85475872][bookmark: _Toc85478106][bookmark: _Toc85480356][bookmark: _Toc85482600][bookmark: _Toc85533190]Transmission Control Protocol

	[bookmark: _Toc85211730][bookmark: _Toc85212113][bookmark: _Toc85212495][bookmark: _Toc85212877][bookmark: _Toc85213259][bookmark: _Toc85213796][bookmark: _Toc85462233][bookmark: _Toc85469158][bookmark: _Toc85471396][bookmark: _Toc85473635][bookmark: _Toc85475874][bookmark: _Toc85478108][bookmark: _Toc85480358][bookmark: _Toc85482602][bookmark: _Toc85533192]Tenderer
	[bookmark: _Toc85211731][bookmark: _Toc85212114][bookmark: _Toc85212496][bookmark: _Toc85212878][bookmark: _Toc85213260][bookmark: _Toc85213797][bookmark: _Toc85462234][bookmark: _Toc85469159][bookmark: _Toc85471397][bookmark: _Toc85473636][bookmark: _Toc85475875][bookmark: _Toc85478109][bookmark: _Toc85480359][bookmark: _Toc85482603][bookmark: _Toc85533193]Participant of the Tender

	[bookmark: _Toc85211733][bookmark: _Toc85212116][bookmark: _Toc85212498][bookmark: _Toc85212880][bookmark: _Toc85213262][bookmark: _Toc85213799][bookmark: _Toc85462236][bookmark: _Toc85469161][bookmark: _Toc85471399][bookmark: _Toc85473638][bookmark: _Toc85475877][bookmark: _Toc85478111][bookmark: _Toc85480361][bookmark: _Toc85482605][bookmark: _Toc85533195]TP
	[bookmark: _Toc85211734][bookmark: _Toc85212117][bookmark: _Toc85212499][bookmark: _Toc85212881][bookmark: _Toc85213263][bookmark: _Toc85213800][bookmark: _Toc85462237][bookmark: _Toc85469162][bookmark: _Toc85471400][bookmark: _Toc85473639][bookmark: _Toc85475878][bookmark: _Toc85478112][bookmark: _Toc85480362][bookmark: _Toc85482606][bookmark: _Toc85533196]Technological Process

	[bookmark: _Toc85211736][bookmark: _Toc85212119][bookmark: _Toc85212501][bookmark: _Toc85212883][bookmark: _Toc85213265][bookmark: _Toc85213802][bookmark: _Toc85462239][bookmark: _Toc85469164][bookmark: _Toc85471402][bookmark: _Toc85473641][bookmark: _Toc85475880][bookmark: _Toc85478114][bookmark: _Toc85480364][bookmark: _Toc85482608][bookmark: _Toc85533198]TP
	[bookmark: _Toc85211737][bookmark: _Toc85212120][bookmark: _Toc85212502][bookmark: _Toc85212884][bookmark: _Toc85213266][bookmark: _Toc85213803][bookmark: _Toc85462240][bookmark: _Toc85469165][bookmark: _Toc85471403][bookmark: _Toc85473642][bookmark: _Toc85475881][bookmark: _Toc85478115][bookmark: _Toc85480365][bookmark: _Toc85482609][bookmark: _Toc85533199]Transformator Point

	[bookmark: _Toc85211739][bookmark: _Toc85212122][bookmark: _Toc85212504][bookmark: _Toc85212886][bookmark: _Toc85213268][bookmark: _Toc85213805][bookmark: _Toc85462242][bookmark: _Toc85469167][bookmark: _Toc85471405][bookmark: _Toc85473644][bookmark: _Toc85475883][bookmark: _Toc85478117][bookmark: _Toc85480367][bookmark: _Toc85482611][bookmark: _Toc85533201]TRC
	[bookmark: _Toc85211740][bookmark: _Toc85212123][bookmark: _Toc85212505][bookmark: _Toc85212887][bookmark: _Toc85213269][bookmark: _Toc85213806][bookmark: _Toc85462243][bookmark: _Toc85469168][bookmark: _Toc85471406][bookmark: _Toc85473645][bookmark: _Toc85475884][bookmark: _Toc85478118][bookmark: _Toc85480368][bookmark: _Toc85482612][bookmark: _Toc85533202]Technological Regime Chart 

	[bookmark: _Toc85211742][bookmark: _Toc85212125][bookmark: _Toc85212507][bookmark: _Toc85212889][bookmark: _Toc85213271][bookmark: _Toc85213808][bookmark: _Toc85462245][bookmark: _Toc85469170][bookmark: _Toc85471408][bookmark: _Toc85473647][bookmark: _Toc85475886][bookmark: _Toc85478120][bookmark: _Toc85480370][bookmark: _Toc85482614][bookmark: _Toc85533204]TS
	[bookmark: _Toc85211743][bookmark: _Toc85212126][bookmark: _Toc85212508][bookmark: _Toc85212890][bookmark: _Toc85213272][bookmark: _Toc85213809][bookmark: _Toc85462246][bookmark: _Toc85469171][bookmark: _Toc85471409][bookmark: _Toc85473648][bookmark: _Toc85475887][bookmark: _Toc85478121][bookmark: _Toc85480371][bookmark: _Toc85482615][bookmark: _Toc85533205]Technical Specification (this document)

	[bookmark: _Toc85211745][bookmark: _Toc85212128][bookmark: _Toc85212510][bookmark: _Toc85212892][bookmark: _Toc85213274][bookmark: _Toc85213811][bookmark: _Toc85462248][bookmark: _Toc85469173][bookmark: _Toc85471411][bookmark: _Toc85473650][bookmark: _Toc85475889][bookmark: _Toc85478123][bookmark: _Toc85480373][bookmark: _Toc85482617][bookmark: _Toc85533207]UPS
	[bookmark: _Toc85211746][bookmark: _Toc85212129][bookmark: _Toc85212511][bookmark: _Toc85212893][bookmark: _Toc85213275][bookmark: _Toc85213812][bookmark: _Toc85462249][bookmark: _Toc85469174][bookmark: _Toc85471412][bookmark: _Toc85473651][bookmark: _Toc85475890][bookmark: _Toc85478124][bookmark: _Toc85480374][bookmark: _Toc85482618][bookmark: _Toc85533208]Uninterruptible Power Supply

	[bookmark: _Toc85211748][bookmark: _Toc85212131][bookmark: _Toc85212513][bookmark: _Toc85212895][bookmark: _Toc85213277][bookmark: _Toc85213814][bookmark: _Toc85462251][bookmark: _Toc85469176][bookmark: _Toc85471414][bookmark: _Toc85473653][bookmark: _Toc85475892][bookmark: _Toc85478126][bookmark: _Toc85480376][bookmark: _Toc85482620][bookmark: _Toc85533210]UPS
	[bookmark: _Toc85211749][bookmark: _Toc85212132][bookmark: _Toc85212514][bookmark: _Toc85212896][bookmark: _Toc85213278][bookmark: _Toc85213815][bookmark: _Toc85462252][bookmark: _Toc85469177][bookmark: _Toc85471415][bookmark: _Toc85473654][bookmark: _Toc85475893][bookmark: _Toc85478127][bookmark: _Toc85480377][bookmark: _Toc85482621][bookmark: _Toc85533211]Uninterruptible Power Supply

	[bookmark: _Toc85211751][bookmark: _Toc85212134][bookmark: _Toc85212516][bookmark: _Toc85212898][bookmark: _Toc85213280][bookmark: _Toc85213817][bookmark: _Toc85462254][bookmark: _Toc85469179][bookmark: _Toc85471417][bookmark: _Toc85473656][bookmark: _Toc85475895][bookmark: _Toc85478129][bookmark: _Toc85480379][bookmark: _Toc85482623][bookmark: _Toc85533213]VLAN
	[bookmark: _Toc85211752][bookmark: _Toc85212135][bookmark: _Toc85212517][bookmark: _Toc85212899][bookmark: _Toc85213281][bookmark: _Toc85213818][bookmark: _Toc85462255][bookmark: _Toc85469180][bookmark: _Toc85471418][bookmark: _Toc85473657][bookmark: _Toc85475896][bookmark: _Toc85478130][bookmark: _Toc85480380][bookmark: _Toc85482624][bookmark: _Toc85533214]Virtual Local Area Network

	[bookmark: _Toc85211754][bookmark: _Toc85212137][bookmark: _Toc85212519][bookmark: _Toc85212901][bookmark: _Toc85213283][bookmark: _Toc85213820][bookmark: _Toc85462257][bookmark: _Toc85469182][bookmark: _Toc85471420][bookmark: _Toc85473659][bookmark: _Toc85475898][bookmark: _Toc85478132][bookmark: _Toc85480382][bookmark: _Toc85482626][bookmark: _Toc85533216]VM
	[bookmark: _Toc85211755][bookmark: _Toc85212138][bookmark: _Toc85212520][bookmark: _Toc85212902][bookmark: _Toc85213284][bookmark: _Toc85213821][bookmark: _Toc85462258][bookmark: _Toc85469183][bookmark: _Toc85471421][bookmark: _Toc85473660][bookmark: _Toc85475899][bookmark: _Toc85478133][bookmark: _Toc85480383][bookmark: _Toc85482627][bookmark: _Toc85533217]Virtual Machine

	[bookmark: _Toc85211757][bookmark: _Toc85212140][bookmark: _Toc85212522][bookmark: _Toc85212904][bookmark: _Toc85213286][bookmark: _Toc85213823][bookmark: _Toc85462260][bookmark: _Toc85469185][bookmark: _Toc85471423][bookmark: _Toc85473662][bookmark: _Toc85475901][bookmark: _Toc85478135][bookmark: _Toc85480385][bookmark: _Toc85482629][bookmark: _Toc85533219]VPN
	[bookmark: _Toc85211758][bookmark: _Toc85212141][bookmark: _Toc85212523][bookmark: _Toc85212905][bookmark: _Toc85213287][bookmark: _Toc85213824][bookmark: _Toc85462261][bookmark: _Toc85469186][bookmark: _Toc85471424][bookmark: _Toc85473663][bookmark: _Toc85475902][bookmark: _Toc85478136][bookmark: _Toc85480386][bookmark: _Toc85482630][bookmark: _Toc85533220]Virtual Private Network

	[bookmark: _Toc85211760][bookmark: _Toc85212143][bookmark: _Toc85212525][bookmark: _Toc85212907][bookmark: _Toc85213289][bookmark: _Toc85213826][bookmark: _Toc85462263][bookmark: _Toc85469188][bookmark: _Toc85471426][bookmark: _Toc85473665][bookmark: _Toc85475904][bookmark: _Toc85478138][bookmark: _Toc85480388][bookmark: _Toc85482632][bookmark: _Toc85533222]WFRC
	[bookmark: _Toc85211761][bookmark: _Toc85212144][bookmark: _Toc85212526][bookmark: _Toc85212908][bookmark: _Toc85213290][bookmark: _Toc85213827][bookmark: _Toc85462264][bookmark: _Toc85469189][bookmark: _Toc85471427][bookmark: _Toc85473666][bookmark: _Toc85475905][bookmark: _Toc85478139][bookmark: _Toc85480389][bookmark: _Toc85482633][bookmark: _Toc85533223]Well Flow Rate Chart (In Inčukalns UGS)


[bookmark: _Toc85211763][bookmark: _Toc85212146][bookmark: _Toc85212528][bookmark: _Toc85212910][bookmark: _Toc85213292][bookmark: _Toc85213829][bookmark: _Toc85462266][bookmark: _Toc85469191][bookmark: _Toc85471429][bookmark: _Toc85473668][bookmark: _Toc85475907][bookmark: _Toc85478141][bookmark: _Toc85480391][bookmark: _Toc85482635][bookmark: _Toc85533225]
[bookmark: _Toc85211764][bookmark: _Toc85212147][bookmark: _Toc85212529][bookmark: _Toc85212911][bookmark: _Toc85213293][bookmark: _Toc85213830][bookmark: _Toc85462267][bookmark: _Toc85469192][bookmark: _Toc85471430][bookmark: _Toc85473669][bookmark: _Toc85475908][bookmark: _Toc85478142][bookmark: _Toc85480392][bookmark: _Toc85482636][bookmark: _Toc85533226]
[bookmark: _Toc73709381][bookmark: _Toc67383003][bookmark: _Toc67849607][bookmark: _Toc67383004][bookmark: _Toc67849608][bookmark: _Toc85533227]Current SCADA system description
Currently the Conexus has multiple interconnected SCADA systems that have evolved through 20 years of gradual changes. The existing systems are adequate for current tasks, but the overall structure has become too complicated. This leads to difficulties implementing further extensions as well as makes maintenance difficult and expensive – specialists are hard to find, spare parts are sometimes unavailable and compliance with revised standards is hard to achieve. To solve this situation, complete overhaul of the system is required.
Overall SCADA system in Conexus is used for Supervisory Control and Data Acquisition of 2 main processes – Gas storage (Inčukalns UGS) and Gas transmission (GT). The system architecture consists of computers, networked data communications and graphical user interfaces to manage high-level process monitoring and uses other peripherals such as programmable logic controllers (PLCs) and discrete PID controllers to communicate with the process equipment or device.
SCADA-GT currently consists of following modules:
· SCADA-MG – module for main gas pipeline process control that is used for remote gas pipeline equipment supervision and control;
· SCADA-GC – module for gas chromatography system supervision and control that is used for remote gas chromatography and gas consumption accounting control at gas regulation stations (hereinafter - GRS), monitoring and control of equipment;
· SCADA-EĶA-GT - an cathodic protection module (hereinafter - SCADA-EĶA-GP) which is used for remote supervision and control of gas pipeline electrochemical protection equipment;
· IAS - Information and Analytical System Module (hereinafter - IAS) which is used for information processing, analysis and display.
SCADA-Inčukalns UGS currently consists of such modules:
· SCADA-TP - a module for supervision and control of technological processes (hereinafter - SCADA-TP) which is used for remote supervision and control of equipment;
· SCADA-EĶA-IUGS- an electrochemical protection module (hereinafter - SCADA-EĶA-IUGS) which is used for remote supervision and control of gas pipeline electrochemical protection equipment;
· SCADA-EAVS - module for power automation control system (hereinafter - SCADA-EAVS) which is used for remote supervision and control of power supply equipment, display of electrical circuit diagram, monitoring of backup power supply and guaranteed power supply.
It is important to understand that processes in Inčukalns UGS are seasonal, in the warm periods of the year the gas is injected and stored but in the cold periods the gas is withdrawn.
In the GT gas is received from several entry-exit points in the system, Gas transmission is performed throughout year, but in winter the demand for gas transmission is higher than in the summer. 
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[bookmark: _Toc85533229]Overall description
SCADA system is split logically into 4 systems:
· SCADA-MG (Main Pipelines)
Focused on real time pressure control in pipelines by manipulating valves: sites mostly have shut-off valves, controlled directly by Operator. These sites are made as similar as possible to simplify operations.
“Gas Regulation Stations” have more sophisticated valve control, gas heating control and local control HMI but are usually controlled remotely by the Dispatcher. Local HMI is used by maintenance personnel to control the system locally when repairs or maintenance is performed.
There are a few sites with analog valve control that regulate gas pressure on pipeline segment. These stations do not fit into common templates and have custom local control system and dedicated data exchange with the Gas Transmission SCADA system.
· SCADA-GC (Gas Chromatography)
Focused on gas volume, and quality and composition data collection.
· SCADA-EĶA-GP (Electrochemical Protection)
Focused on electrochemical protection equipment. There are sites that measure and apply voltage to the gas pipes. 
· SCADA-IAS (Information and Analytics)
Processes hourly data from SCADA-GC to calculate data, not provided by field equipment, and present it in various reports. Also collects data from neighbour pipeline Operators, SCADA-MG and local control systems, that are not included in SCADA-MG. 
The actual software architecture does not fully match logical split between functionalities because the system is a result of continuous evolution. Additional functions were attached to different parts of the system based on possibility of implementation with minimal expenditures. The system was constructed in various stages between 1995 and 2017.
Main technical parameters: signals ~ 15.500, PLC ~ 170.
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Inčukalns UGS SCADA system is split into 3 systems:
· SCADA-TP (Technological Process)
· SCADA-EĶA-IUGS (Electrochemical Protection)
· SCADA-EAVS (Power System Automation)
There is no common SCADA system design and PLC coding guidelines maintained between different SCADA system platforms and PLC manufacturers. During extensions similar SCADA system pictures and symbols are used on the best effort basis. Suppliers are free to deliver new process nodes according to their own programming style – as long as they comply with technological and functional requirements.  
Main technical parameters: signals ~ 27.000, PLC ~ 70.
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Detailed business analysis will be provided as part of technical specification to give information of what kind of activities, tasks and procedures are done in GT and Inčukalns UGS teams in relation to the SCADA system. 
Since GT and Inčukans UGS have different technical process, functions and goals in the work they do and service they provide, as well as separate SCADA systems, there is a need to analyse business process separately in GT and Inčukalns UGS.
[bookmark: _Toc85533252]Gas Transmission business process analysis
In Gas Transmission there are multiple process groups. Each group represents a common functionality or goal that must be achieved. 
· Alarm and Event acknowledging
· Daily tasks such as: 
· Dispatcher work shift change, 
· work planning and responsibilities for the whole team, 
· Operational data control, 
· Inspection of measuring equipment measurements, 
· planned works in the gas transmission, 
· Control and remote control of gas transmission valves and regulators 
· Daily monitoring process of GRS/GRM, 
· Dispatcher gives access to GRS/GMS operator to manually control valves
· Communication and data exchange with Inčukalns UGS and partner country Dispatchers
SCADA system reads the technological data from Inčukalns UGS and partner countries, and TRC from Inčukalns UGS with the following periodicity:
- Hourly data every hour;
- Instant data - immediately after changes.
Technological data to be read must be configurable
· Report creation
Including configuring data reports and calculations and fixing faulty data in database
· Specific gas transport technological process
[bookmark: _Toc85213898][bookmark: _Toc85462294][bookmark: _Toc85469219][bookmark: _Toc85471457][bookmark: _Toc85473696][bookmark: _Toc85475935][bookmark: _Toc85478169][bookmark: _Toc85480419][bookmark: _Toc85482663][bookmark: _Toc85533253][bookmark: _Toc85214085][bookmark: _Toc85462481][bookmark: _Toc85469406][bookmark: _Toc85471644][bookmark: _Toc85473883][bookmark: _Toc85476122][bookmark: _Toc85478356][bookmark: _Toc85480606][bookmark: _Toc85482850][bookmark: _Toc85533440][bookmark: _Toc85214086][bookmark: _Toc85462482][bookmark: _Toc85469407][bookmark: _Toc85471645][bookmark: _Toc85473884][bookmark: _Toc85476123][bookmark: _Toc85478357][bookmark: _Toc85480607][bookmark: _Toc85482851][bookmark: _Toc85533441][bookmark: _Toc85214087][bookmark: _Toc85462483][bookmark: _Toc85469408][bookmark: _Toc85471646][bookmark: _Toc85473885][bookmark: _Toc85476124][bookmark: _Toc85478358][bookmark: _Toc85480608][bookmark: _Toc85482852][bookmark: _Toc85533442][bookmark: _Toc85214233][bookmark: _Toc85462629][bookmark: _Toc85469554][bookmark: _Toc85471792][bookmark: _Toc85474031][bookmark: _Toc85476270][bookmark: _Toc85478504][bookmark: _Toc85480754][bookmark: _Toc85482998][bookmark: _Toc85533588][bookmark: _Toc85214234][bookmark: _Toc85462630][bookmark: _Toc85469555][bookmark: _Toc85471793][bookmark: _Toc85474032][bookmark: _Toc85476271][bookmark: _Toc85478505][bookmark: _Toc85480755][bookmark: _Toc85482999][bookmark: _Toc85533589][bookmark: _Toc85533623]Inčukalns UGS business process analysis
In Inčukalns UGS there are multiple process groups. Each group represents a common functionality or goal that must be achieved. 
· Alarm and Event acknowledging
· Report creation
· Specific technological processes for gas storage

· Daily tasks such as: 
· Dispatcher work shift change, 
· Work planning for the whole team, 
· Faulty data fix in DB
· Calculation of technological losses of natural gas
· Determination of the volume of the liquid blown out
· Inspection and calibration of measuring equipment measurements
· Dispatcher gives operator access to manually control valves
· Communication with Gas Transmission
There are continuous data exchange from Inčukalns UGS SCADA to SCADA system in GT.
There are continuous data exchange from SCADA GT system to Inčukalns UGS.
Gas Injection happens continuously throughout around 1st of May until 14th of October each year. Gas Injection Season means that gas is received from main pipeline and stored in gas wells in Inčukalns UGS. There are many steps that need to be done for gas to flow from main pipeline to storage wells. 
Gas Withdrawal happens continuously throughout around 15th of October until 30th  of  April each year. Gas Withdrawal Season means that gas is withdrawn from gas wells in Inčukalns UGS and transferred to main pipeline. There are many steps that need to be done for gas to flow from storage wells to main pipeline, therefore the process is split in multiple processes. 





[bookmark: _Toc85533624]Functional requirements
The aims of the new system are to:
· Consolidate control into key SCADA systems, reducing complexity;
· Eliminate identified single points of failure, increase resiliency;
· Simplify work and training for operators and engineers;
· Make future changes and expansions simpler;
· Ensure compliance to latest security requirements.
The system belongs to critical infrastructure with 24/7 operation, which complicates upgrade procedure:
· The Operators and Dispatchers must always maintain control over most of the system;
· Each change must be announced in advance, with backup plans for possible failures;
· Hardware and software solutions must be tested before replacing existing solutions, running in parallel for a test period where possible.
Result of SCADA system development and implementation, Inčukalns UGS and SCADA GT will have a unified SCADA system solution for interfaces, two independent SCADA systems built on the same technology stack with integration possibility between them.
Due to reasons stated above, the development of SCADA system must be split into intermediate steps that are stable and easily revertible in case of issues of implementation.
[bookmark: _Toc85533625][bookmark: _Toc85533626]General Requirements
These requirements apply to both the Gas Transmission and Storage SCADA systems. 
[bookmark: _Toc85533627]Communication
The data acquisition function shall provide all the aspects needed to support data collection from the field including the requesting of data from RTU/PLC and the processing of analog and digital data received from the RTU/PLC.
[bookmark: _Toc85533628]Reporting
The SCADA Systems shall support the definition, generation, scheduling, manual execution and printing of both logs and reports.
[bookmark: _Toc85533629]Metering
The systems should store historized data for metering purposes. 
[bookmark: _Toc85533630][bookmark: _Toc85533631][bookmark: _Toc85533632]Data Quality
The system should allow the definition and enforcement of data quality rules. 
[bookmark: _Toc85533633]Alarm and event handling
Alarm and event handling shall be provided.
[bookmark: _Toc85533634]Audit logging
At least 10 years of alarm long term history has to be stored for 10 years, with possibility of extension without a purchase of additional licenses. The history shall be fully available for output into reports.
[bookmark: _Toc85533635]Configuration management
System shall include tools for local and remote configuration and diagnostics of communication equipment RTUs and PLCs. There shall be a possibility to configure SCADA system nodes visually. Configuration tools shall ensure displaying, editing and saving the device configuration, maintenance of the device configuration database, version control system for device firmware and application software. 
All engineering software, current PLC applications, equipment configuration files have to be centrally stored to avoid version confusion
[bookmark: _Toc85533636]Interfacing with other systems
Secure Data transmit/receive solution either between the two SCADAs or with 3rd party systems shall be possible by clearly defined standards and protocols with granular access controls. 
[bookmark: _Toc85533637]Training system
A training system shall be provided enabling to simulate real-life situations and train the operators in the usage of the SCADAs. 
[bookmark: _Toc85533638]Gas Transmission SCADA system 
[bookmark: _Toc71623925][bookmark: _Toc85533639]Control locations
The GT SCADA system shall consist at least of:
· Main Dispatcher Control center (3 workplaces + display only Videowall);
· 5 additional SCADA system workplaces;
· 1 engineering station;
· 2 CP workplaces;
· 2 additional Cathode Protection workplaces;
· 1 Test and training workplace.
Each workplace can potentially access all data, available in SCADA system. Data access level and workplace configuration shall be determined by role of the user, currently logged into workplace.
Main Dispatching center and back-up dispatching center
[bookmark: _Hlk74426138]Overall coordination of the Pipeline network will be done by the Dispatchers in Main Dispatching center (MDC). Dispatchers will have overview of the whole system and always know at least the general state of all subsystems. 
[bookmark: _Hlk74426093]Inčukalns UGS SCADA system Main Dispatching Center (MDC) shall serve as a Backup Dispatching Center (BDC) of Gas Transmission SCADA system. This should be required only if all workplaces of Gas Transmission SCADA system are not available for any reason. Location of BDC shall not be limited to specific geographic place. 
Additional workplaces
There shall be 7 designated workplaces besides Transmission SCADA system MDC. 2 of those shall be dedicated to Cathode Protection system and 5 to other operation and engineering tasks. Physical locations for these workplaces will be defined by the Conexus during system implementation. Configurations shall be prepared for these workplaces to configure and monitor different aspects of the system:
· Communications engineer workplace
· Telecontrol (RTU) engineer workplace
Test and training workplace
A workplace should be setup to enable access to the training system as well as the non-production environments used for testing. 
Field Engineering workplaces
There shall also be 3 laptops for work in the field, equipped with software for configuration and diagnosis of RTU and field communication equipment. The laptops shall be equipped with necessary converters to directly connect to all used field devices (serial port communication).
[bookmark: _Toc71623926][bookmark: _Toc85533640]Network
The system network shall be split into 3 logical levels:
· Level 1 shall be the SCADA system Plant network. It shall combine several existing subnets, separated from other levels and from each other by firewalls. Most of the traffic on this level is RTU and smart device polling. After passing through proper firewalls, it shall be connected to SCADA system Input/Output servers.
· Level 2 shall be the Client-Server network, where most of SCADA system computers shall be connected. All workplaces shall be connected to this level. Only data collection servers (I/O servers) and engineering workplaces can connect to level 1 through firewalls. All other SCADA system computers receive RTU data from I/O servers.
· Level 3 shall be the Management network. Devices shall be connected to it if they need data from level 2 and need to be accessible from Conexus Corporate network, which can be considered level 4.
All traffic between adjacent levels shall go through firewalls and be blocked unless explicitly allowed. No traffic shall be allowed between non-adjacent levels – data from RTU must go first to I/O server in level 2, then from I/O server to data integration server in level 3 and only from data integration server it can be accessed from Conexus Corporate network or other external networks.
SCADA system Plant network
There are several subnets that shall be used to collect the data from RTUs:
Existing copper wire infrastructure – shall be upgraded with encryption hardware where specified, while using existing line signaling devices.
Dedicated phone lines – several sites have dedicated phone lines from local telecom. New packet networking modems with VPN function shall be installed where specified.
4G cellular networks or better – field 4G modems connect to a private APN, which in turn is connected through VPN tunnel to external redundant firewalls of the system. To ensure that cellular provider cannot access the traffic, there is an individual VPN tunnel from each 4G modem to the firewalls. To add redundancy to the connections and ensure best possible coverage, 2 different cellular providers are used wherever possible. New firewalls/routers shall be installed to serve this network in control center and new 4G modems/VPN firewalls in the field.  Since direct communication from station to station is not required, it shall be blocked in each installed firewall for better security.
Client-server network
A client-server architecture and adequate network setup shall be provided.
[bookmark: _Toc85211844][bookmark: _Toc85212226][bookmark: _Toc85212608][bookmark: _Toc85212990][bookmark: _Toc85213374][bookmark: _Toc85214273][bookmark: _Toc85462669][bookmark: _Toc85469594][bookmark: _Toc85471832][bookmark: _Toc85474071][bookmark: _Toc85476310][bookmark: _Toc85478544][bookmark: _Toc85480794][bookmark: _Toc85483038][bookmark: _Toc85533641][bookmark: _Toc71623927][bookmark: _Toc85533642]SCADA system architecture
SCADA system can be provided in different architecture with compliance to security requirements. 
Main control functions
Main SCADA system provide the following functionalities :
· Collecting RTU data and sending commands to them
· Storing SCADA system configuration and visualization data, managing alarms, licensing the system
· Storing historical data
· User management with Windows Active Directory
The system shall be operating in high availability mode. 
Additional functions
Additional SCADA system functions shall be provided:
· Web-visualization and reporting (highly available)
· Backup 
· Software update 
· Access via Remote desktop terminal
· Interfaces with external systems (highly available)
· Simulation 
· Support for use of videowalls 
Remote desktop server shall provide remote access to the configuration of the system if needed. 
[bookmark: _Toc85533643][bookmark: _Toc85533644][bookmark: _Toc71623928][bookmark: _Toc85533645]SCADA system hardware
The Tenderer has to propose an hardware setup coherent with the high availability requirement of such a system. The setup shall be redundant and failsafe. 
[bookmark: _Toc85533646][bookmark: _Toc85533647][bookmark: _Toc85533648][bookmark: _Toc85533649][bookmark: _Toc85533650][bookmark: _Toc85533651][bookmark: _Toc85533652][bookmark: _Toc85534014][bookmark: _Toc85534015][bookmark: _Toc85534016][bookmark: _Toc85534017][bookmark: _Toc85534058][bookmark: _Toc85534059]Communication
The data acquisition function shall provide all the aspects needed to support data collection from the field including the requesting of data from RTU and the processing of analog and digital data received from the RTU.
[bookmark: _Toc85534060][bookmark: _Toc85534061][bookmark: _Toc85534089][bookmark: _Toc85534090][bookmark: _Toc85534091][bookmark: _Toc85534092]	Inčukalns UGS SCADA system

1.1.1 [bookmark: _Toc71623931][bookmark: _Toc85534093]Control locations
The Inčukalns UGS SCADA system shall consist at least of:
· Main Dispatching center (3 workplaces + display only Videowall);
· Backup Dispatching center (3 workplaces + display only Videowall) in CS-2;
· 1 Cathode Protection system workplaces;
· 1 Test and training workplace;
· 3 Energy Automation control system workplaces;
· 9 local operator workplaces;
· 3 engineering workplaces.
Each workplace can potentially access all data, available in SCADA system. Data access level and workplace configuration shall be determined by role of the user, currently logged into workplace.
1.1.1.1 Main Dispatching center
Overall coordination of the Inčukalns UGS shall be done by the Dispatcher in Main Dispatching center (MDC). Dispatcher shall have overview of the whole plant and always must know at least the general state of all subsystems. MDC shall have three workplaces with 3 monitors each. In addition, MDC shall be equipped with Videowall with 12 monitors that are connected to operator workplace for dynamic visualisation change, and external audible alarm system, to aid the Dispatcher in processing large amounts of data.
Based on current work mode of the plant (storing or retrieving natural gas, availability of equipment etc.), the Dispatcher can delegate control of individual units to local operators. SCADA system shall ensure that only one workplace can control each production unit at a time, with Dispatcher able to take over the control in case local operator is unavailable or cannot access the workplace.
 Inčukalns UGS MDC shall also serve as a Back-up Dispatching Center (BDC) of Gas Transmission SCADA system. This should be required only if all workplaces of Gas Transmission SCADA system are not available for any reason.

1.1.1.2 Backup Dispatching center
Backup Dispatching Center in Compressor Station 2 (CS-2) shall serve two purposes – during normal operation, it shall be used by local operators, maintenance engineers and SCADA engineers to perform their daily work without disturbing the Dispatchers. In case the MDC is offline for any reason, the Dispatchers shall move to BDC to continue operating the plant. To facilitate this, BDC shall have the same setup of 3 workplaces, Videowall and audible alarm as the MDC, with identical hardware.
The BDC also shall have a workplace for the training/test SCADA system. The training system shall be separate from the production SCADA system and only accessed from the dedicated workplace to prevent accidental actions in production system. During training, Videowall and audible alarm systems shall be switched to the training SCADA system to allow the trainee full experience of actual work. During normal operation, audible alarm shall be either silenced or configured to a subset of production alarms, relevant to BDC users. The test workplace then shall be used for PLC and SCADA system development purposes, without changing the production system.
1.1.1.3 Additional workplaces
There shall be dedicated workplaces configured for some of the SCADA system functions:
· 2 workplaces for Cathode (Electrochemical) Protection system, that controls pipe condition through applying and measuring electrical potentials.
· 3 workplaces for Energy Automation (Power distribution) control system, that controls power substations, power transformers, diesel generators and monitors all other signals, related to power supply.
The Dispatcher shall have general overview of these systems and most critical alarms, but detailed control is left to dedicated personnel. Physical locations for these workplaces will be defined by the Conexus during SCADA system implementation
1.1.1.4 Engineering workplaces
There shall be 2 dedicated workplaces for PLC/SCADA/networking engineering:
· Stationary workplace with 2 monitors;
· Laptop on a docking station with 2 monitors. During normal operation all necessary devices should be configurable through network. For field work, the laptop is equipped with necessary communication adapters to directly connect to all used PLC and networking equipment (serial port communication).
Physical locations for these workplaces will be defined by the Conexus during system implementation.
1.1.1.5 Local workplaces
Local operator workstations are equipped with 2 screens. 

1.1.2 [bookmark: _Toc71623932][bookmark: _Toc85534094]Network
The system network shall be split into 3 logical levels:
· Level 1 shall be the SCADA system Plant (PLC) network. Only communication between PLCs, HMI panels and communication with the next level shall be allowed here.
· Level 2 shall be the Client-Server network, where most of SCADA system computers shall be connected. All operator and engineering workplaces shall be connected to this level. Only data collection servers (I/O servers) and engineering workplaces can connect to level 1 through firewalls. All other SCADA system computers shall receive PLC data from I/O servers.
· Level 3 is the Management network. Devices shall be connected to it if they need data from level 2 and need to be accessible from Conexus Corporate network, which can be considered level 4.
All traffic between adjacent levels shall go through firewalls and be blocked unless explicitly allowed. No traffic shall be allowed between non-adjacent levels – data from PLC must go first to I/O server in level 2, then from I/O server to data integration server in level 3 and only from data integration server it can be accessed from Conexus Corporate network or other external networks.
1.1.2.1 SCADA system Plant network
The SCADA system Plant network shall provide redundant network topology– each connection point shall have two separate switches available, where each switch is connected to a different network segment with different subnet defined. 

. In all cases where applicable, field switches must support both optical ring and RSTP topologies. Rack switches must support both optical ring and RSTP protocols at the same time or support at least 2 equivalent technologies. End devices shall use both networks wherever possible, less critical devices might use only one of them, where permitted by Conexus.
1.1.2.2 Client-server network
Client-server network shall have 1Gbps electrical network connections in star topology in server racks and with nearby workstations. Between server racks an optical redundant 10Gbps backbone shall be created.
There is a significant number (at least 9) of field operator stations, that are located far enough to require separate fibre optic connections.
All networks shall be provided in the most reliable and redundant way, taking into account the possibility to use the same media for different types of communication (possibly, on a separate VLANs).
If SCADA system supports redundant networking for workstations, Client-server shall have two redundant network segments with separate switches at each endpoint. If redundancy is not supported by SCADA system, spare optical fibres shall be used with RSTP to double all connections to local switches.
1.1.3 [bookmark: _Toc71623933][bookmark: _Toc85534095]SCADA system architecture
SCADA system can be provided in different architecture with compliance to security requirements. 
Main control functions
Main SCADA system shall enable to
· Collect PLC data and send commands to them;
· Store SCADA system configuration and visualization data, running calculations, processing the alarms, licensing the system;
· Store historical data;
· User management with Windows Active Directory.
· Manage the PLC programming software
The system shall be operating in high availability mode. 


1.1.3.1 Additional functions
Additional SCADA system functions should be provided:
· Web-visualization and reporting;
· Backup;
· Software update;
· Access through Remote desktop terminal;
· Interfaces with other systems;
Simulation.
The availability requirement can be less strict than for the main functions. 

1.1.4 [bookmark: _Toc71623934][bookmark: _Toc85534096]SCADA system hardware
The Tenderer has to propose an hardware setup coherent with the high availability requirement of such a system. The setup shall be redundant and failsafe. 
[bookmark: _Toc85534405][bookmark: _Toc85534406][bookmark: _Toc85534407][bookmark: _Toc85534408][bookmark: _Toc85534451][bookmark: _Toc85534452][bookmark: _Toc85534453][bookmark: _Toc85534454][bookmark: _Toc85534455][bookmark: _Toc85534503][bookmark: _Toc85534504][bookmark: _Toc85534505][bookmark: _Toc85534543][bookmark: _Toc85534544][bookmark: _Toc85534545][bookmark: _Toc85534569][bookmark: _Toc85534570][bookmark: _Toc85534616]Field Equipments – RTU and PLCs
[bookmark: _Toc85534617]RTUs
Existing outdated modems shall be replaced first. All newly installed modems should rely on a reliable cellular service. The cellular connection shall be used as primary connection to reduce load on existing copper infrastructure. This will serve both for better testing of the cellular solution and provide more bandwidth to nodes where cellular connection fails for any reason.
Setup shall ensure uninterrupted monitoring of the system.
[bookmark: _Toc85534618]PLCs
Among the 61 field equipments (PLC) connected to Inčukalns UGS SCADA system, 37 are to be changed within the scope of this project. 

The list of specific PLCs to replace is listed in attachment, replacement model for each PLC shall be agreed with the Conexus. Existing IO modules can be reused if either the same models or fully compatible drop-in replacements for them are available from the manufacturer. All new PLCs shall be programmed in the same software package and shall use redundant Ethernet communicationPLC reprogramming shall be provided for at least following models from following manufacturers: SIEMENS – S200, S300, S1200; Allen Bradley; Unitronics; Rockwell; Schneider Electric).


[bookmark: _Toc85534619][bookmark: _Toc85534620][bookmark: _Toc85534621]Non-functional requirements
In this part key non-functional requirements are presented. Complete requirements will be provided in the full Technical Specifications, available in the second part of the procurement
[bookmark: _Toc85534622]Overall system performance requirements
Overall system performance requirements are provided in the following table. Use software and hardware shall perform within overall system requirements.
Performance requirements
	Functionality
	Data characteristics
	Maximal time to complete 

	Trend
	10 data over 1 day
	2s

	Local failover
	 
	2s

	Site failover
	 
	3s

	Cold startup time
	 
	5 min

	Update screen from data arrival to SCADA
	 
	500 ms

	Switch time between SCADA screens
	per 100 object displayed
	1s

	SCADA system workplace support
	10 faceplates / 20 trends / 10 alarm lists
	 

	Report generation (standard)
	1 day period
	2s

	Report generation (standard)
	1 year period
	30s

	Report generation (customized)
	1 day period
	10s

	Report generation (customized)
	1 year period
	1min

	Web-visualization and reporting server
	data update interval
	3min

	
	
	

	Historisation Requirement
	Frequency
	Deph

	Data Historisation Requirement
	1 s
	1 year

	Data Historisation Requirement
	3s
	10 year

	Alarm history for immediate access
	 
	1 month


[bookmark: _Toc85534623]Recovery and availability requirements 
RPO (Recovery point objective)  must be not more than 1h;
RTO (Recovery time objective) must be not more than 2h;
MTPD (Maximum Tolerable Period of Disruption) must be not more than 3h. 
[bookmark: _Toc85534624]Security
The recommendations of international standards (ISO/IEC 27001 2013 – ‘Information Technology - Security techniques - information security management systems – requirements’, and Security for industrial automation and control systems – IEC 62443-2-4, Part 2-4: Security program requirements for IACS service providers) and ISA99 Industrial Automation and Control Systems Security must be complied with and implemented throughout the network segments of the SCADA system.
[bookmark: _Toc85534625]Planning
Based on the developed system architecture, requirements and possible project implementation procurement scenario, the Time estimate for the total duration of project is as follows:
· Procurement procedure – 6 months;
· Project implementation (including parallel run) – 29 months;
· Warranty (per project stage) – 24 months.
Total expected project duration 59 months. 
Complete set of requirements on security shall be provided in the technical specifications. The Conexus’s internal regulations on operational technology governance and security were developed and implemented in line with the policies, objectives and tasks defined by Conexus, as well as according to the laws and regulations of the Republic of Latvia, which were in force at the time of adoption of the current regulations: Law on the Security of Information Technologies, and Cabinet Regulation No. 442 “Procedures for the Ensuring Conformity of Information and Communication Technologies Systems to Minimum Security Requirements” (adopted on 28 July 2015) and must be taken into account in the SCADA system.
[bookmark: _Toc85534626][bookmark: _Toc85534627][bookmark: _Toc85534628][bookmark: _Toc85534629][bookmark: _Toc85534630][bookmark: _Toc85534631][bookmark: _Toc85534632][bookmark: _Toc85534633][bookmark: _Toc85534634][bookmark: _Toc85534635][bookmark: _Toc85534636][bookmark: _Toc85534637][bookmark: _Toc85534638][bookmark: _Toc85534639][bookmark: _Toc85534640][bookmark: _Toc85534641][bookmark: _Toc85534642][bookmark: _Toc85534643][bookmark: _Toc85534644][bookmark: _Toc85534645][bookmark: _Toc85534646][bookmark: _Toc85534647][bookmark: _Toc85534648][bookmark: _Toc85534649][bookmark: _Toc85534650][bookmark: _Toc85534651][bookmark: _Toc85534652][bookmark: _Toc85534653][bookmark: _Toc85534654][bookmark: _Toc85534655][bookmark: _Toc85534656][bookmark: _Toc85534657][bookmark: _Toc85534658][bookmark: _Toc85534659][bookmark: _Toc85534660]Warranty
The warranty period begins the day after the issue of the Operational Acceptance Certificate of the SCADA system and its signing by the representatives of the Supplier and the Conexus.
Minimal duration of warranty period shall be 24 months.
[bookmark: _Toc85534661]Infrastructure
The infrastructure of the system shall provide and ensure operation in a highly available and failsafe mode. 
[bookmark: _Toc85534662]Software
The Tenderer should provide up-to-date software and procedures for patch and upgrade management for entire lifecycle of all deliverables and products. 
Data should be provided using cross-platform open protocol (e.g. TASE.2, OPC UA).
SCADA system shall be compatible with legacy protocols (OPC DA, OPC HDA, etc.).
The SCADA system shall employ standard protocols, software (OS, DB), interfaces (including UI), tools for data acquisition, storage, exchange and integration, standard tools for reporting etc.
[bookmark: _Toc85534663]Migration and Testing
Migration shall be performed by the Tenderer or assisted by Tenderer. 
Non-production environments shall be devised so that quality of the deliveries is ensured. 
[bookmark: _Toc85534664]Documentation
All documentation, prepared for the project, shall be in English and Latvian: Operator Manuals, Electrical Drawings Manufacturer Engineering manuals, etc. 
[bookmark: _Toc85534665][bookmark: _Toc85534666][bookmark: _Toc85534667]Training
Tenderer shall train Conexus operation engineers on internals and maintenance of the supplied system. 
[bookmark: _Toc85534668]Technical support and maintenance
The Tenderer must ensure a secure supply chain and support during the full lifecycle of the SCADA system. 
[bookmark: _Toc85469628][bookmark: _Toc85471866][bookmark: _Toc85474105][bookmark: _Toc85476344][bookmark: _Toc85478578][bookmark: _Toc85480828][bookmark: _Toc85483072][bookmark: _Toc85534669][bookmark: _Toc85469629][bookmark: _Toc85471867][bookmark: _Toc85474106][bookmark: _Toc85476345][bookmark: _Toc85478579][bookmark: _Toc85480829][bookmark: _Toc85483073][bookmark: _Toc85534670][bookmark: _Toc85469630][bookmark: _Toc85471868][bookmark: _Toc85474107][bookmark: _Toc85476346][bookmark: _Toc85478580][bookmark: _Toc85480830][bookmark: _Toc85483074][bookmark: _Toc85534671][bookmark: _Toc85469631][bookmark: _Toc85471869][bookmark: _Toc85474108][bookmark: _Toc85476347][bookmark: _Toc85478581][bookmark: _Toc85480831][bookmark: _Toc85483075][bookmark: _Toc85534672][bookmark: _Toc85469684][bookmark: _Toc85471922][bookmark: _Toc85474161][bookmark: _Toc85476400][bookmark: _Toc85478634][bookmark: _Toc85480884][bookmark: _Toc85483128][bookmark: _Toc85534725][bookmark: _Toc85469704][bookmark: _Toc85471942][bookmark: _Toc85474181][bookmark: _Toc85476420][bookmark: _Toc85478654][bookmark: _Toc85480904][bookmark: _Toc85483148][bookmark: _Toc85534745][bookmark: _Toc85469705][bookmark: _Toc85471943][bookmark: _Toc85474182][bookmark: _Toc85476421][bookmark: _Toc85478655][bookmark: _Toc85480905][bookmark: _Toc85483149][bookmark: _Toc85534746][bookmark: _Toc85469844][bookmark: _Toc85472082][bookmark: _Toc85474321][bookmark: _Toc85476560][bookmark: _Toc85478794][bookmark: _Toc85481044][bookmark: _Toc85483288][bookmark: _Toc85534885][bookmark: _Toc85469845][bookmark: _Toc85472083][bookmark: _Toc85474322][bookmark: _Toc85476561][bookmark: _Toc85478795][bookmark: _Toc85481045][bookmark: _Toc85483289][bookmark: _Toc85534886][bookmark: _Toc85469902][bookmark: _Toc85472140][bookmark: _Toc85474379][bookmark: _Toc85476618][bookmark: _Toc85478852][bookmark: _Toc85481102][bookmark: _Toc85483346][bookmark: _Toc85534943][bookmark: _Toc85469903][bookmark: _Toc85472141][bookmark: _Toc85474380][bookmark: _Toc85476619][bookmark: _Toc85478853][bookmark: _Toc85481103][bookmark: _Toc85483347][bookmark: _Toc85534944][bookmark: _Toc85470325][bookmark: _Toc85472563][bookmark: _Toc85474802][bookmark: _Toc85477041][bookmark: _Toc85479275][bookmark: _Toc85481525][bookmark: _Toc85483769][bookmark: _Toc85535366][bookmark: _Toc85470414][bookmark: _Toc85472652][bookmark: _Toc85474891][bookmark: _Toc85477130][bookmark: _Toc85479364][bookmark: _Toc85481614][bookmark: _Toc85483858][bookmark: _Toc85535455][bookmark: _Toc85470463][bookmark: _Toc85472701][bookmark: _Toc85474940][bookmark: _Toc85477179][bookmark: _Toc85479413][bookmark: _Toc85481663][bookmark: _Toc85483907][bookmark: _Toc85535504][bookmark: _Toc85470588][bookmark: _Toc85472826][bookmark: _Toc85475065][bookmark: _Toc85477304][bookmark: _Toc85479538][bookmark: _Toc85481788][bookmark: _Toc85484032][bookmark: _Toc85535629][bookmark: _Toc85470761][bookmark: _Toc85472999][bookmark: _Toc85475238][bookmark: _Toc85477477][bookmark: _Toc85479711][bookmark: _Toc85481961][bookmark: _Toc85484205][bookmark: _Toc85535802][bookmark: _Toc85470762][bookmark: _Toc85473000][bookmark: _Toc85475239][bookmark: _Toc85477478][bookmark: _Toc85479712][bookmark: _Toc85481962][bookmark: _Toc85484206][bookmark: _Toc85535803][bookmark: _Toc85470921][bookmark: _Toc85473159][bookmark: _Toc85475398][bookmark: _Toc85477637][bookmark: _Toc85479871][bookmark: _Toc85482121][bookmark: _Toc85484365][bookmark: _Toc85535962][bookmark: _Toc85470965][bookmark: _Toc85473203][bookmark: _Toc85475442][bookmark: _Toc85477681][bookmark: _Toc85479915][bookmark: _Toc85482165][bookmark: _Toc85484409][bookmark: _Toc85536006][bookmark: _Toc85471034][bookmark: _Toc85473272][bookmark: _Toc85475511][bookmark: _Toc85477750][bookmark: _Toc85479984][bookmark: _Toc85482234][bookmark: _Toc85484478][bookmark: _Toc85536075][bookmark: _Toc85471176][bookmark: _Toc85473414][bookmark: _Toc85475653][bookmark: _Toc85477892][bookmark: _Toc85480126][bookmark: _Toc85482376][bookmark: _Toc85484620][bookmark: _Toc85536217][bookmark: _Toc85471177][bookmark: _Toc85473415][bookmark: _Toc85475654][bookmark: _Toc85477893][bookmark: _Toc85480127][bookmark: _Toc85482377][bookmark: _Toc85484621][bookmark: _Toc85536218][bookmark: _Toc85471178][bookmark: _Toc85473416][bookmark: _Toc85475655][bookmark: _Toc85477894][bookmark: _Toc85480128][bookmark: _Toc85482378][bookmark: _Toc85484622][bookmark: _Toc85536219][bookmark: _Toc85471179][bookmark: _Toc85473417][bookmark: _Toc85475656][bookmark: _Toc85477895][bookmark: _Toc85480129][bookmark: _Toc85482379][bookmark: _Toc85484623][bookmark: _Toc85536220][bookmark: _Toc85471180][bookmark: _Toc85473418][bookmark: _Toc85475657][bookmark: _Toc85477896][bookmark: _Toc85480130][bookmark: _Toc85482380][bookmark: _Toc85484624][bookmark: _Toc85536221][bookmark: _Toc85536222][bookmark: _Toc85536223][bookmark: _Toc85536224][bookmark: _Toc85536225]Additional requirements for the scope of the project
SCADA system shall ensure at least current functionality of the existing SCADA system and Tenderer shall provide equivalent or better software.
during detailed design the Tenderer has to specify the prototypes of the system in more details and have to be approved by Conexus. .
Minimum list of prototype documents:
1. Gas Transmission SCADA system:
a. Main gas pipeline module  
b. Metering module  
c. Cathodic protection module 
d. Gas regulation station  
2.  Inčukalns UGS SCADA system:
a. Technological process module 
b. Cathodic protection module 
c. Energy automation control system module  

